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YC/NNOBHbIE OBO3HAYEHUA

O603HauyeHue

OnucaHue

[]

B KBa4paTHbIX cKobKax B KOMaH,D,HOﬁ CTPOKe YKa3blBakoTCA Heobs3aTeNbHble
napameTpbl, HO X BBO, NpeaoCTaBaAAET onpeaeneHHble 40NO/IHUTE/IbHbIE ONUNN.

{} B ¢urypHbIx ckobKax B KOMaHAHOM CTPOKeE YKa3blBaloTcA 0653aTesIbHble NapaMeTpbl.
«,»

n [aHHble 3HaK1 B ONMCaHUM KOMaHZbl UCMOb3YHOTCA ANS YKa3aHUA AManasoHOB.

«|» [aHHbI 3HAK B ONMCAaHUN KOMaHAbl 0603HaYaeT «Man».

«/» [aHHbI 3HaK NPU YKa3aHUM 3HAYEHUI NepeMEHHbIX Pa3aeNfieT BO3MOXKHbIe 3HaYeHUn

M 3Ha4YeHUA No YMO4aHUIO.

Kypcue Calibri

Kypcusom Calibri ykasbiBaloTca nepemeHHble AKX NapameTpbl, KOTopble HE06X0ANMO
3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM MU CTPOKON.

MonyxcupHeiii Kypcue MoNyXUPHbIM KYPCUBOM BblAENEHbI NPUMEYAHNA U NPeayNpeXKaeHNs.
<lMonyxupHeolli MoONYyKUPHbIM KYPCMBOM B YI/NI0OBbIX CKOBKax YKas3blBalOTCA Ha3BaHWA KAaBULW Ha
Kypcue> Knasumatype.

Courier New

MonyxunpHbim L pudtom Courier New 3anuncaHbl npumepbl BBOAA KOMAHA,

MpumeyaHua U npegynpexaeHua

MpumeyvaHuA copep:KaT BaXkKHYI0 MHGOPMALMIO, COBETbI MU PEKOMEHAALMM NO
MCNOJIb30BaHMWIO U HAaCTPOIKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NO/Ib30BATENA O CUTYALMAX, KOTOPble MOrYyT HAaHECTU Bpe,
’ YCTPOWUCTBY MU YeNOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe yCTPOICTBA UM NOTEPe AaHHDbIX.
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1 HACTPOWKA SNMP-CEPBEPA U OTNPABKU SNMP-TRAP

snmp-server server
snmp-server community public ro

snmp-server community private rw

snmp-server host 192.168.1.1 traps version 2c private

2 KPATKHUE OBO3HAYEHUA

ifindex - nHaeKc nopra;

Moxet NPUHUMATb chegyroume sHa4eHUA:

1. KommyTaTopbl goctyna
Mogaenb KommyTaTopa UHpeKcbl

- MHAeKcbl 49-96 — gigabitethernet 1/0/1-48;

- MHAeKcbl 157-204 — gigabitethernet 2/0/1-48;

- MHAeKcbl 256-303 — gigabitethernet 3/0/1-48;

- MHaeKcbl 373-420 — gigabitethernet 4/0/1-48;
MES2308 - MHaeKcbl 481-528 — gigabitethernet 5/0/1-48;
MES2308R - MHAeKcbl 589-636 — gigabitethernet 6/0/1-48;
MES2308P

- MHAOEKCbl 697-744 — gigabitethernet 7/0/1-48;
MES2324 - nHaeKcbl 805-852 — gigabitethernet 8/0/1-48;
MES23248B - MHaekKcbl 105-108 — tengigabitethernet 1/0/1-4;
MES2324F . .

- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4;
MES2324FB
MES2348 - MHAeKcbl 321-324 — tengigabitethernet 3/0/1-4;
MES2348B - uHAeKcbl 429-432 — tengigabitethernet 4/0/1-4;
MES2324P - MHAeKcbl 537-540 — tengigabitethernet 5/0/1-4;
MES2348P - MHAEKCbI 645-648 — tengigabitethernet 6/0/1-4;

- MHAeKcbl 753-756 — tengigabitethernet 7/0/1-4;

- MHAeKcbl 861-864 — tengigabitethernet 8/0/1-4;

- nHaekKcbl 1000-1047 — Port-Channel 1/0/1-48;

- uHAaekcbl 100000-104095 — VLAN 1-4096.

2. KommyTaTopsl arperauum
Moaenb KommyTaTopa UHAaeKebl

MES3324 - nHaeKcbl 49-96 — gigabitethernet 1/0/1-48;
MES3324F - MHaeKcbl 157-204 — gigabitethernet 2/0/1-48;
MES3308F - MHAeKcbl 256-303 — gigabitethernet 3/0/1-48;
MES3316F
MES3348 - MHAeKcbl 373-420 — gigabitethernet 4/0/1-48;
MES3348F - MHAeKcbl 481-528 — gigabitethernet 5/0/1-48;
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- MHaeKcbl 589-636 — gigabitethernet 6/0/1-48;

- MHAeKcbl 697-744 — gigabitethernet 7/0/1-48;

- nHaeKcbl 805-852 — gigabitethernet 8/0/1-48;

- MHaekKcbl 105-108 — tengigabitethernet 1/0/1-4;
- nHaekcol 105-108 — tengigabitethernet 1/0/1-4;
- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4;
- MHAeKcbl 321-324 — tengigabitethernet 3/0/1-4;
- MHAeKcbl 429-432 — tengigabitethernet 4/0/1-4;
- MHAeKcbl 537-540 — tengigabitethernet 5/0/1-4;
- MHAEeKcbl 645-648 — tengigabitethernet 6/0/1-4;
- MHAeKcbl 753-756 — tengigabitethernet 7/0/1-4;
- MHAeKcbl 861-864 — tengigabitethernet 8/0/1-4;
- HAeKcbl 1000-1047 — Port-Channel 1/0/1-48;

- nHaekcbl 100000-104095 — VLAN 1-4096.

3. MHAayCTpUanbHble KOMMYTATOPbI

Mogaenb KommyTaTopa

UHpeKcebl

MES3508
MES3508P

- MHAeKcbl 49-58 — gigabitethernet 1/0/1-10;
- nHaekKcbl 1000-1047 — Port-Channel 1/0/1-48;
- nHaekcol 100000-104095 — VLAN 1-4096.

4, KommyTtatopel gna UO4

Mopaenb KommyTtaTopa

UHpekcebl

MES5324

- MHAeKcbl 1-24 — tengigabitethernet 1/0/1-24;

- MHAeKcbl 53-76 — tengigabitethernet 2/0/1-24;

- MHaeKcbl 105-128 — tengigabitethernet 3/0/1-24;
- MHAeKcbl 157-180 — tengigabitethernet 4/0/1-24;
- nHAeKebl 209-232 — tengigabitethernet 5/0/1-24;
- MHAeKcbl 261-284 — tengigabitethernet 6/0/1-24;
- nHaekeol 313-336 — tengigabitethernet 7/0/1-24;
- MHAEKCbl 365-388 — tengigabitethernet 8/0/1-24;
- MHaeKcbl 25-28 — fortygigabitethernet1/0/1-4;

- nHaekKcbl 77-80 — fortygigabitethernet2/0/1-4;

- MHAeKcbl 129-132 — fortygigabitethernet3/0/1-4;
- nHaekKcbl 181-184 — fortygigabitethernet4/0/1-4;
- nHaeKcbl 233-236 — fortygigabitethernet5/0/1-4;
- MHAeKcbl 285-288 — fortygigabitethernet6/0/1-4;
- MHaekcbl 337-340 — fortygigabitethernet7/0/1-4;
- nHaekKcbl 389-392 — fortygigabitethernet8/0/1-4;
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- nHaekcbl 1000-1047 — Port-Channel 1/0/1-48;
- nHaekceol 100000-104095 — VLAN 1-4096.

index-of-rule — nHpekc npasuna B ACL. Bceraa KpateH 20! Ecav npu cosgaHumn npasun byayT
YKa3aHbl MHAEKCbl He KpaTHble 20, TO Moc/ie nepesarpyskn KommyTtaTopa nopsaaKosble HOMepa
npasun B ACL cTaHyT KpaTHbI 20;

3HaueHue nona N — B IP u MAC ACL noboe npaBuao 3aHMMaeT OT OAHOro Ao 3 nosen B
3aBMCMMOCTM OT ero CTPYKTypbl;

IP address — IP-agpec ans ynpaBaeHUs KOMMYTaTOpPOM;

B npvBeaeHHbIX B JOKYMEHTe Npumepax UCNosb3yeTca cneayowmin IP-agpec ans ynpasneHus:
192.168.1.30;

ip address of tftp server — IP-agpec TFTP-cepBepa;

B npuBedeHHbIX B AOKYMEHTe MpMMepax ucnonb3yetca cneayiowmi IP-agpec TFTP-cepsepa:
192.168.1.1;

community — cTpoKa coobliecTsa (naponb) Ana goctyna no npotokony SNMP.

B nprBeneHHbIX B LOKYMEHTe NpMMmepax UCrnosib3yroTca cnegyrowme community:

private — npasa Ha 3anucb (rw);
public — npaBa Ha uTeHue (ro).
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3 PABOTA C PAUNAMMU

3.1 CoxpaHeHue KOHu2ypayuu

CoxpaHeHue KoHguU2ypayuu 8 3Hep20He3a8UCUMYH MaMAMb

MIB: rlcopy.mib

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep

KomaHnga CLI:

copy running-config startup-config

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

CoxpaHeHue KOHguU2ypayuu 8 3Hep203as8ucuUMyro Namame U3 3Hep20He3asucumoli:

MIB: rlcopy.mib

Ucnonbsyemble Tabnuupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep

KomaHpga CLI:

copy startup-config running-config

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

MoHumopuHe u yrnpasneHue Ethernet-kommymamopamu MES no SNMP 9



HELTEX

YoaneHue KOH@uU2ypayuu U3 3Hep2oHe3asucumol namamu

MIB: RADLAN-rndMng

Ucnonb3syembie Tabnunupl: rndAction — 1.3.6.1.4.1.89.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.2.0 1 {eraseStartupCDB (20)}

Mpumep yganeHus startup-config

KomaHpa CLI:
delete startup-config

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.1.2.0 1 20

3.2 Paboma c TFTP-cepsepom

KonuposaHue KoHgu2ypayuu u3 aHepaoszasucumol namamu Ha TFTP-cepsep

MIB: RADLAN-COPY-MIB

Ucnonbayembie Tabnunupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonupoBaHua U3 running-config Ha TFTP-cepeep

Komanpga CLI:
copy running-config tftp://192.168.1.30/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

10 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

KonuposaHue KoHgu2ypayuu 8 aHep203asucumyro namame ¢ TFTP-cepsepa

MIB: rlcopy.mib

Ucnonb3yemble Tabnuupbi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep konuposaHua ¢ TFTP-cepsepa B running-config

KomaHpga CLI:
copy tftp://192.168.1.30/MES-config.cfg running-config

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

KonuposaHue KoHgu2ypayuu U3 aHep2oHe3asucumol namamu Ha TFTP-cepsep

MIB: daiin rlcopy.mib

Ucnonbsyemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonuposaHua us startup-config Ha TFTP-cepsep

KomaHpga CLI:
copy startup-config tftp://192.168.1.30/MES-config.cfg

KomaHga SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP
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KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ TFTP-cepsepa

MIB: RADLAN-COPY-MIB

Ucnonb3yemble Tabnuupbl: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep KonuposaHua startup-config c TFTP-cepBepa

KomaHaa CLI:
boot config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

3.3 AemOKOH@u2ypuposaHue Kommymamopa

BKaoyeHUe asmomamuyecko20 KoHguaypuposaHus, basupyrowe2oca Ha DHCP (sKawouyeHo no

ZMOﬂqGHUDZ

MIB: radlan-dhcpcl-mib.mib

Ucnonb3syembie Tabnuupl: riDhcpClOption67Enable — 1.3.6.1.4.1.89.76.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.9.0 1 {enable(l), disable(2)}

Mpumep

KomaHpa CLI:
boot host auto-config

Komanaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.76.9.0 1 1
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3.4 O6HosneHue npo2pammHo20 obecneyeHus

ObHosneHUe Npo2pamMmHOo20 obecrieyeHUss Kommymamopa

MpoxoauTt B ABa 3Tana:

1. 3arpy3Ka o6pasa MO

MIB: RADLAN-COPY-MIB

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp (3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip add of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "image name" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {image(8)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4) }

Mpumep

KomaHpa CLI:

boot system tftp://192.168.1.1/mes3300-409-R478.ros

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "mes3300-409-R478.ros" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 1.3.6.1.4.1.89.87.2.1.12.1 i 8 \
1.3.6.1.4.1.89.87.2.1.17.1 i 4

2. CmeHa aKTMBHOro o6pasa KommyTartopa

MIB: RADLAN-DEVICEPARAMS-MIB

Ucnonbayemble Tabamupi: rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.3.1 i {imagel (1), image2 (2)}

Mpumep

KomaHpga CLI:
boot system inactive-image

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.3.1 1 1

V j Mocne 3arpysku NO c tftp-cepBepa AaHHaA KOMaH4a NPUMEHAETCA aBTOMATUYECKHU

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 13



HELTEX

[lepe3az2py3ka Kommymamopa

MIB: rimng.mib

Ucnonb3syembie Tabnuupli: riIRebootDelay — 1.3.6.1.4.1.89.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.10.0 t {3anmepxka BpeMeHM Iepern Iepe3arpy3Kol}

Mpumep: nepesarpysKa, OTI0OXKEeHHAA HA 8 MUHYT

KomaHpa CLI:
reload in 8

KomaHga SNMP:
snmpset -v2c -c private -r 0 192.168.1.30 \
1.3.6.1.4.1.89.1.10.0 t 48000

V Ona yKazaHUA MOMEHTa/IbHOM nepe3arpys3Ku TpebyeTca yKasaTtb 3HaueHue t=0

[lpocmomp obpasa 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3zyemble Tabauubl: rndActiveSoftwareFile — 1.3.6.1.4.1.89.2.13.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.2

Mpumep

Komanpga CLI:
show bootvar

Komanaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.2

/ 1) Bo3MOXKHble BapUaHTbI:

imagel(1)
image2(2)

2) MocmoTpeTb aKTMBHbIK 06pa3 MO nocne nepesarpyskM  MOXKHO
rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3

[Mpocmomp 3a2pyxceHHbIx obpa3os 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3ayembie Tabnunupi: rndimagelnfoTable — 1.3.6.1.4.1.89.2.16.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.16.1
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Mpumep

KomaHpga CLI:
show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.16.1

lpocmomp mekywel sepcuu [10 kKommymamopa

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabamupi: rndBrgVersion — 1.3.6.1.4.1.89.2.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.4

Mpumep

KomaHpa CLI:

show version

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.4

Mpocmomp mekywel HW sepcuu

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabanupl: genGroupHWVersion — 1.3.6.1.4.1.89.2.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.11.1

Mpumep

KomaHpga CLI:
show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.11.1

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP
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4 YNPABNEHWUE CUCTEMOW

4.1 CucmemHble pecypcol

[Mpocmomp cepuliHo20 HOMepa KOMMymamopa

MIB: riphysdescription.mib

Ucnonb3ayemblie Tabnunupl: riPhdUnitGenParamSerialNum — 1.3.6.1.4.1.89.53.14.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.14.1.5

Mpumep

KomaHpa CLI:

show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.14.1.5

[Mpocmomp uHgopmayuu o 3az2py3Ke tcam

MIB:RADLAN-QOS-CLI-MIB

Ucnonb3ayemble Tabauubi: rlQosClassifierUtilizationPercent — 1.3.6.1.4.1.89.88.36.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.36.1.1.2

Mpumep

KomaHpa CLI:
show system tcam utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.36.1.1.2

[Ipocmomp MAKCUMQAsabHO20 KOAUYECMBA XOCMO8

MIB: rltuning.mib

Ucnonb3ayembie Tabnunupi: rsMaxIpSFftEntries — 1.3.6.1.4.1.89.29.8.9.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.9.1

Mpumep

Komanpga CLI:

show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.9.1
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[Ipocmomp Ucnoab3yemo20 Koau4ecmea xocmos

MIB: rlfft.mib

Ucnonbayemble Tabanupi: riSysmngTcamAllocinUseEntries — 1.3.6.1.4.1.89.204.1.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

Mpumep

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

[Ipocmomp MAKcUMasnbHO20 KOaAUu4ecmaa Mmapuwpymos

MIB: rltuning.mib

Ucnonbayemble Tabanupl: rsMaxlpPrefixes — 1.3.6.1.4.1.89.29.8.21.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.21.1

Mpumep

KomaHpga CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.21.1

[Ipocmomp ucnoab3yemo20 Koauyecmea mapuipymos

MIB: rlip.mib
Ucnonbayemble Tabauupi: rlipTotalPrefixesNumber — 1.3.6.1.4.1.89.26.25

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.25

Mpumep

KomaHpga CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.25
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[Tpocmomp MaKCUManb6HO20 Koaudecmea IP-uHmepdgelicos

MIB: rltuning.mib

Ucnonb3ayembie Tabnnupi: rsMaxlpinterfaces — 1.3.6.1.4.1.89.29.8.25.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.25.1

Mpumep

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.25.1

[Mpocmomp ucnonb3zyemo20 Koauyecmaa IP-uHmepgelicos

MIB: rlip.mib
Ucnonb3syembie Tabnunupl: rlipAddressesNumber — 1.3.6.1.4.1.89.26.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.23

Mpumep

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.23

[Mpocmomp cucmemHo2o MAC-adpeca Kommymamopd

MIB: rlphysdescription.mib

Ucnonbsyemble Tabnuupbi: riPhdStackMacAddr — 1.3.6.1.4.1.89.53.4.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4.1.7

MNpumep

KomaHpa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4.1.7
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[Tlpocmomp Uptime kommymamopa

MIB: SNMPv2-MIB

Ucnonbsyemble Tabnmupi: sysUpTime — 1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

Mpumep

KomaHpa CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

[lpocmomp Uptime nopma

MIB: SNMPv2-MIB, IF-MIB

Ucnonbayemble Tabamupi: sysUpTime — 1.3.6.1.2.1.1.3, ifLastChange — 1.3.6.1.2.1.2.2.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.9.{ifindex}

Mpumep: npocmotpa Uptime nopra Gigabitethernet1/0/2

KomaHpga CLI:
show interface status Gigabitethernetl/0/2

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.9.50

/';_‘ MpumeyaHue: U3 BbIBOAA NepPBOM KOMaHAbl HEOBXOAMMO OTHATL BbIBOA, BTOPON KOMaHAbI.
MonyyeHHOe 3HayYeHue 1 byaeT ABNATbLCA uptime nopra.

BkaryeHue cepguca MoHUMopuUHad, npuxodsuie2o Ha CPU mpaduka

MIB: rlsct.mib

Ucnonbsyemble Tabnmupi: riSctCpuRateEnabled — 1.3.6.1.4.1.89.203.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.1.0 i {true(l), false(2)}

Mpumep

KomaHpa CLI:

service cpu-input-rate

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.203.1.0 1 1
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[pocmomp cyem4ukos u KoauYecmea obpabameisaemsix CPU 8 cekyHOy nakemos (mo munam

mga@uxa)

MIB: rlsct.mib

Ucnonb3ayemble Tabnuupl: eltCpuRateStatisticsTable — 1.3.6.1.4.1.35265.1.23.1.773.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.{rate in pps(2), packets count(3)}

Mpumep npocmoTpa Koanvectsa obpabatbiBaembix CPU B ceKyHAy NakeToB

KomaHpa CLI:
show cpu input-rate detailed

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.2

V Mpueaska uHdeKcoe K munam mpaduka:

stack(1)

http(2)

telnet(3)

ssh(4)

snmp(5)

ip(6)

arp(7)

arplnspec(8)

stp(9)

ieee(10)
routeUnknown(11)
ipHopByHop(12)
mtuExceeded(13)
ipv4Multicast(14)
ipv6Multicast(15)
dhcpSnooping(16)
igmpSnooping(17)
mldSnooping(18)
ttlExceeded(19)
ipvalllegalAddress(20)
ipv4HeaderError(21)
ipDaMismatch(22)
sflow(23)
logDenyAces(24)
dhcpv6Snooping(25)
vrrp(26)
logPermitAces(27)
ipv6HeaderError (28)
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UN3meHeHuUe numumos CPU

MIB: eltSwitchRateLimiterMIB.mib

Ucnonbayemble Tabamupi: eltCPURateLimiterTable — 1.3.6.1.4.1.35265.1.23.1.773.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.{index} i {limiter value}

Mpumep ycTaHOBKM orpaHuveHus snmp tpadpuka gnsa CPU B 512 pps

KomaHpa CLI:
service cpu-rate-limits snmp 512

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.4 i 512

/I CnucoK uHAeKcoe:

eltCPURLTypeHttp(1)
eltCPURLTypeTelnet(2)
eltCPURLTypeSsh(3)
eltCPURLTypeSnmp(4)
eltCPURLTypelp(5)
eltCPURLTypelLinkLocal(6)
eltCPURLTypeArpRouter(7)
eltCPURLTypeArplnspec(9)
eltCPURLTypeStpBpdu(10)
eltCPURLTypeOtherBpdu(11)
eltCPURLTypelpRouting(12)
eltCPURLTypelpOptions(13)
eltCPURLTypeDhcpSnoop(14)
eltCPURLTypelgmpSnoop(16)
eltCPURLTypeMIdSnoop(17)
eltCPURLTypeSflow(18)
eltCPURLTypeLogDenyAces(19)
eltCPURLTypelpErrors(20)
eltCPURLTypeOther(22)

MoHumopuHe 3aepy3ku CPU

MIB: rimng.mib

Ucnonbayemble Tabnuupl: rlICpuUtilDuringlastSecond — 1.3.6.1.4.1.89.1.7, rlCpuUtilDuringlLastMinute —
1.3.6.1.4.1.89.1.8, rICpuUtilDuringlLast5Minutes — 1.3.6.1.4.1.89.1.9

e 3arpyska 3a nocnegHux nATb cekyHA: snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.7

e 3arpyska 3a 1 muHyTy: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.1.8

e 3arpyska 3a 5 muHyT: snmpwalk -v2c -c <community> <IP address>1.3.6.1.4.1.89.1.9
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Mpumep npocmoTpa 3arpy3ku CPU 3a nocneaHUX NATb CEKYHA,

KomaHpaa CLI:
show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.1.7

BrknroyeHue moHumopuHaa 3a2py3xku CPU no npouyeccam

MIB: RADLAN-rndMng

Ucnonbayembie Tabnunupi: riCpuTasksUtilEnable — 1.3.6.1.4.1.89.1.6

snmpset -v2c -c¢ <community> <IP address>
1.3.6.1.4.1.89.1.6.0 i {true(l), false(2)}

Mpumep

Komanga CLI:

service tasks-utilization

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.1.6.0 1 1

MoHumopuHe 3aepy3ku CPU no npouyeccam

MIB: ELTEX-MES-MNG-MIB

Ucnonb3yemble Tabnuubl:

eltCpuTasksUtilStatisticsUtilizationDuringlLast5Seconds — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3,
eltCpuTasksUtilStatisticsUtilizationDuringlLastMinute — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.4,
eltCpuTasksUtilStatisticsUtilizationDuringlLast5Minutes — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3.{5sec(3), 1min(4), 5min(5)}.{task index}

Mpumep NnpocMmoTpa 3arpy3Ku No Npoueccam 3a nocnegHue 5 cekyHp,

Komanpga CLI:
show tasks utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3

,‘ [pussa3Ka UHOEKCO8 K npoueccam

LTMR(0) NTST(50) IPRD(100)
ROOT(1) CNLD(51) PNGA(101)
IT33(2) HOST(52) UDPR(102)
IV11(3) TBI_(53) VRRP(103)
URGN(4) BRMN(54) TRCE(104)
TMNG(5) COPY(55) SSLP(105)
I0TG(6) TRNS(56) WBSO(106)
IOUR(7) MROR( 57) WBSR(107)
I0TM( 8) DFST(58) GOAH(108)
SSHU(9) SFTR(59) ECHO(109)
XMOD(10) SFMG(60) TNSR(110)
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MSCm(11)
STSA(12)
STSB(13)
STSC(14)
STSD(15)
STSE(16 )
CPUT(17)
EVAP(18)
HCLT(19)
EVLC(20)
SELC(21)
SEAU(22)
ESTC(23)
SSTC(24)
BOXS(25)
BSNC(26)
BOXM(27)
TRMT(28)
D_SP(29)
D_LM(30)
PLCT(31)
PLCR(32)
exRX(33)
3SWF(34)
MSRP(35)
HSES(36)
HSCS(37)
MRDP(38)
MLDP(39)
SETX( 40)
EVTX(41)
SERX(42)
EVRX(43)
HLTX(44)
LBDR(45)
DDFG(46)
SYLG(47)
CDB_(48)
SNMP(49)

[pocmomp obwe20 obvema onepamugHol namamu

HCPT(61)
EVAU(62)
EVFB(63)
EVRT(64)
EPOE(65)
DSPT(66)
B_RS(67)
TRIG(68)
MACT(69)
SW2M(70)
3swQ(71)
POLI(72)
OBSR(73)
NTPL(74)
L2HU(75)
L2PS(76)
SFSM(77)
NSCT(78)
NSFP(79)
NVCT(80 )
NACT(81)
NSTM(82)
NINP(83)
L2UT(84)
BRGS(85)
FHSS(86)
FHSF(87)
FFTT(88)
IPAT(89)
IP6M(90)
IP6L(91)
IP6C(92)
IP6R(93)
RPTS(94)
ARPG(95)
IPG_(96 )
DNSC(97)
ICMP(98 )
TFTP(99)

MIB: ELTEX-PROCESS-MIB.mib

TNSL(111)
SSHP(112)
PTPT(113)
NBBT(114)
SQIN(115)
MUXT(116)
DMNG(117)
DSYN(118)
HSEU(119)
DTSA(120)
SS2M(121)
DSND(122)
STMB(123)
AAAT(124)
AATT(125)
SCPT(126)
DH6C(127)
RCLA(128)
RCLB(129)
RCDS(130)
GRN_(131)
IPMT(132)
SNTP(133)
DHCP(134)
DHCp(135)
RELY(136)
MSSS(137)
WBAM(138)
WNTT(139)
RADS(140)
SNAS(141)
SNAE(142)
SNAD(143)
MNGT(144)
UTST(145)
SOCK(146)
TCPP(147)
UNQt(148)

Ucnonbayemble Tabnuupi: eltexProcessMemoryTotal — 1.3.6.1.4.1.35265.41.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.41.1.2.1.1.3.0
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Mpumep

KomaHpaa CLI:
show cpu utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.3.0

[Mpocmomp csobo0H020 0b6bema onepamusHol namamu

MIB: ELTEX-PROCESS-MIB.mib

Ucnonb3ayemble Tabnunupli: eltexProcessMemoryFree — 1.3.6.1.4.1.35265.41.1.2.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

Mpumep

KomaHpa CLI:

show cpu utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

BKaroyeHuUe nodoepiKu ceepx0auHHbIX Kadpos (jumbo-frames)

MIB: radlan-jumboframes-mib.mib

Ucnonb3syembie Tabnunupl: rlJumboFrames — 1.3.6.1.4.1.89.91

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.91.2.0 1 {enabled(l), disabled(2)}

Mpumep

KomaHpa CLI:

port jumbo-frame

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.91.2.0 1 1

4.2 CucmemHble napamempeol

KoHmposab cocmosaHusa 6s10K08 numaHus

MIB: rIphysdescription.mib

Ucnonb3syembie Tabnnupli: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e OcHoBHoW 610K nuTaHma: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.2
e Pe3sepBHbIit 610K NuTaHUA: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.3
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Mpumep NpPocMoTpPa COCTOAHUA OCHOBHOrO 610Ka NUTaHUA

KomaHpga CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.2

/1) Ana ocHOBHOrO 610Ka NUTaHNA BO3MOXHbI CIeAYIoLLMe COCTOAHMSA:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

2) ANA pe3epsBHOro 6210Ka NUTaHUA BO3MOXKHblI cnepyrouime CoCtoaHuA:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

MoHumopuHz cmamyca AKB

MIB: eltEnv.mib

Ucnonbayemble Tabauupi: eltEnvMonBatteryState — 1.3.6.1.4.1.35265.1.23.11.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.2

Mpumep

KomaHpga CLI:
show system battery

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.2

/ Bo3MOXHble COCTOAHUA:

normal (1) — 6aTapes 3apsaxeHa

warning (2) — 6atapes pa3psaraeTca

critical (3) — HM3KuMi4 ypoBeHb 3apaaa 6atapeun

notPresent (5) — 6aTapes oTcyTcTByeT

notFunctioning (6) — aBapua pacuenutens Toka nutaHua 6atapeun
restore(7) — 6arapes 3apsarkaerca
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MoHumopuHe yposHsa 3apada AKb

MIB: eltEnv.mib

Ucnonb3yemble Tabnuubl: eltEnvMonBatteryStatusCharge — 1.3.6.1.4.1.35265.1.23.11.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.3

Mpumep

KomaHpaa CLI:
show system battery

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.3

KoHmMponab cocmoAaHUA 8EHMUAAMOPO8

MIB: riphysdescription.mib
Ucnonb3zyemble Tabauubi: rlPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e BeHtunatop 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.4
e BeHTtunatop 2: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.5
e BeHTtunaTop 3: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.6
e BeHTtunatop 4: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.7

Mpumep NpocmoTpa COCTOAHUA BeHTUNATopa 3 KommyTtatopa MES3324F

KomaHpa CLI:

show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.6

7 Bo3mOXHbI cnegylolme COCTOAHUA:

normal (1)
notFunctioning (5)

KoHmponab nokaszaHuli memnepamypHsix 0am4yuKko8s

MIB: riphysdescription.mib

Ucnonb3syemble Tabnuupl: riPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.1

e TemnepaTypHbii gaTumk 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.10

Mpumep npocmoTpa TemnepaTypbl aTYUKa

Komanpga CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.10
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Y

MES5324 umeem 4 memnepamypHbix 0amyuKd, NOKA3AHUS KOMOPbIX MOXCHO

nocmompems KomaHOoli CLI: show system sensors

KomaHga SNMP:

1 patumk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420481

2 paTumK:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420482

3 patumk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420483

4 paTtumk:

snmpwalk -v2c¢ -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420484

KoHmponabs cocmosHua memnepamypHbiX 0am4uKos

MIB: riphysdescription.mib

Ucnonbayemble Tabanupi: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

TemnepaTtypHbii gatumk 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.11

Mpumep

KomaHpa CLI:

show system sensors

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.11

MES5324 umeem 4 memnepamypHbIX 0amYyuKd, COCMOAHUS KOMOPbIX MOMCHO

nocmompems komaHdoli CLI: show system sensors

KomaHaga SNMP:
1 patumk:

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.83.2.1.1.1.5.68420481
2 paTyunK:

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.83.2.1.1.1.5.68420482
3 paTuunK:

snmpwalk -v2c¢ -c <community> <IP address> \

1.3.6.1.4.1.89.83.2.1.1.1.5.68420483
4 patuumk:

snmpwalk -v2c¢ -c <community> <IP address> \

1.3.6.1.4.1.89.83.2.1.1.1.5.68420484

CoCTOsIHUA TeMNEepPaTYPHbIX AATYUKOB
ok (1)

unavailable (2)

nonoperational (3)
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4.3 [Mapamempbl cmaKa

MoHumopuH2 napamempos cmaka

MIB: riphysdescription.mib

Ucnonb3syembie Tabnunupl: riPhdStackTable — 1.3.6.1.4.1.89.53.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4

Mpumep npocmoTpa napameTpoB CT3Ka

KomaHpa CLI:
show stack

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4

MoHUmMopuH2 cM3K08bIX NOPMO8

MIB: riphysdescription.mib

Ucnonb3lyemble Tabnuuypbi: rlCascadeTable — 1.3.6.1.4.1.89.53.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.23

Mpumep NPoCcMOTPa COCTOAHUA CTIKOBbIX NOPTOB

KomaHpa CLI:
show stack links

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.23

4.4 YnpaeneHue ycmpolicmeom

3a0amb/cmeHums hostname Ha ycmpolicmee

MIB: SNMPv2-MIB

Ucnonb3syembie Tabnunupl: sysName — 1.3.6.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.5.0 s "{hostname}"
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Mpumep npucsoeHusa hostname "mes2324"

KomaHpga CLI:
hostname mes2324

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.1.5.0 s "mes2324"

BkawouyeHue/omkaroyeHue management acl

MIB: RADLAN-MNGINF-MIB

Ucnonbayemble Tabnuupbl: riIMnginfEnable — 1.3.6.1.4.1.89.89.2,
1.3.6.1.4.1.89.89.3

snmpset —v2c -c <community> <IP address>
1.3.6.1.4.1.89.89.2.0 1 {true(l), false(2)}\
1.3.6.1.4.1.89.89.3.0 s {name}

Mpumep BKAOYEeHMA management acl c umeHem eltex

riIMnglnfActiveListName

KomaHpga CLI:

management access-class eltex

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.89.2.0 1 1 \
1.3.6.1.4.1.89.89.3.0 s eltex

Ncnons3osaHue ymuaumsl ping

MIB: rlapplication.mib

Ucnonbayemble Tabauupi: rsPinglnetTable — 1.3.6.1.4.1.89.35.4.2

snmpset -v2c -c <community> <IP address>\

), destroy(6),

1.3.6.1.4.1.89.35.4.1.1.2.{IP address>} i {Packet count}\
1.3.6.1.4.1.89.35.4.1.1.3.{IP address>} i {Packet Size}\
1.3.6.1.4.1.89.35.4.1.1.4.{IP address>} i {Packet Timeout}\
1.3.6.1.4.1.89.35.4.1.1.5.{IP address>} i {Ping Delay}\
1.3.6.1.4.1.89.35.4.1.1.6.{IP address>} i {Send SNMP Trap(2) }\
1.3.6.1.4.1.89.35.4.1.1.14.{IP address>} i {createAndGo (4
active (1)}

Mpumep KOmaHAb! ping y3na 192.168.1.1

KomaHga CLI:
ping 192.168.1.1 count 10 size 250 timeout 1000

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 i 10 \
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 1 250 \
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000 \
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 1 0 \
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 1 2 \
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1 1 4
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J.  MNpu ycraHoBKe B none rsPingEntryStatus 3HaueHus 4 (createAndGo) cospaértca w
V aKTUBMPYETCA onepauma ping.
YT06bl NOBTOPHO MNPOMWHIOBaTb YAANEHHbIN XOCT, Tpebyetca B none rsPingEntryStatus
BbICTaBUTb 3Ha4YeHue 1(active).
Mocne oKoH4YaHWA onepaumn obas3aTesbHO HAZO YAAAUTb BCE 3aMUCM, BbICTaBMB B Mone
rsPingEntryStatus 3HauyeHue 6 (destroy). MHaue yepes CLI u SNMP onepauutio ping Ao Apyroro
XOCTA BbINOJAHUTb He yAaCTCA.

Mpumep yganeHua:

snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 i 10\
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250\
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000\
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 i O\
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 i 2\
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1i 6

MoHuUmopuH2 ymuaumei ping

MIB: rlapplication.mib

Mcnonb3ayemblie Tabnunupl: rsPingEntry — 1.3.6.1.4.1.89.35.4.1.1

snmpwalk -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.{KonnuecTBO OTIpPaBJIeHEX IakeToOB (7), KoamuecTBO MNPUHSATHX
nakeToB (8), MuuHmMasbHOe BpeMsa oTBerTa (9), CpemHme Bpemsa orsera (10), MaxkcuMmaJibHOE

BpeMsa orBeTa(ll) }

Hpumep NPOCMOTpPA KO/ZIn4yecTea NPUHATHLIX NAaKeToB

KomaHpaa CLI:
ping 192.168.1.31

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.8

V Mpu ycraHoBKe B none rsPingEntryStatus 3HaueHua 6 (destroy) moHuTOpuHr 6yger
3anpeLéH A0 CO34aHUA HOBOI onepauuun.

Hacmpolika cucmemHo20 3ypHana

MIB: DRAFT-IETF-SYSLOG-DEVICE-MIB

Ucnonbsyembie Tabauupbl: snmpSyslogCollectorEntry — 1.3.6.1.4.1.89.82.1.2.4.1

snmpset -v2c -c <community> -t 10 -r 5 <IP address> \
1.3.6.1.4.1.89.82.1.2.4.1.2.1 s "{name}" \
1.3.6.1.4.1.89.82.1.2.4.1.3.1 i {ipv4(1l), ipv6(2)} \
1.3.6.1.4.1.89.82.1.2.4.1.4.1 x {ip add in HEX} \
1.3.6.1.4.1.89.82.1.2.4.1.5.1 u {udp port number} \
1.3.6.1.4.1.89.82.1.2.4.1.6.1 i {syslog facility(l16-24)} \
1.3.6.1.4.1.89.82.1.2.4.1.7.1 i {severity level} \
1.3.6.1.4.1.89.82.1.2.4.1.9.1 1 {createAndGo(4), destroy(6)}
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Mpumep pobasneHua cepsepa ANA NOrMPOBaAHUA

KomaHpga CLI:
logging host 192.168.1.1 description 11111

KomaHga SNMP:
snmpset -v2c -c private -t 1
1.3.6.1.4.1.89.82.1.2.
.89.82.
.89.82.
.89.82.
.89.82.
.89.82.
.89.82.

-r 5 192.168.1.30 \
"11111" N\

1\

C0A80101 \

514 \

23\

6\

4

e e
e e
NSNS

S S
e e
NESESENENEN
PN NS
[ S
ERER R IEREN
[ S S N
e e N e L]

wwwwww
) O O)Y O)Y OO O

/";_‘" Severity level 3a0aemcsa cnedyrouwum obpasom:

emergency(0),
alert(1),
critical(2),
error(3),
warning(4),
notice(5),
info(6),
debug(7)

Facility:

local0(16),
local1(17),
local2(18),
local3(19),
local4(20),
local5(21),
local6(22),
local7(23),
no-map(24)
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5

HACTPOMKA CUCTEMHOIO BPEMEHU

Hacmpolika adpeca SNTP-cepsepa

MIB: risntp.mib

Ucnonb3ayemble Tabnunupl: riISntpConfigServerinetTable — 1.3.6.1.4.1.89.92.2.2.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.{ip address in DEC. BawutTm IP-azmpeca
pasmensaorca Toukamm} 1 {true(l), false(2). Ykaszaume 3Hauenmus poll} \
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.{ip address in DEC. BawTm IP-azpeca
paszmensaorca Toukamm} u 0 \
1.3.6.1.4.1.89.92.2.2.17.1.10.1.4.{ip address in DEC. BawuTm IP-azmpeca
pasnmensanTcsa Toukammu} 1 {createAndGo (4), destroy(6)}

Mpumep ykasaHua SNTP-cepsepa c IP-agpecom 91.226.136.136

Komanpga CLI:
sntp server 91.226.136.136 poll

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.91.226.136.136 1 1 \
3.6.1.4.1.89.92.2.2.17.1.9.1.4.91.226.136.136 u 0 \
3.6.

1.
1. 1.4.1.89.92.2.2.17.1.10.1.4.91.226.136.136 1 4

YcmaHoska spemeHu onpoca 018 SNTP-knueHma

MIB: rlsntp.mib

Ucnonbayembie Tabnaunupi: riSntpNtpConfig — 1.3.6.1.4.1.89.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.1.4.0 1 {range 60-86400}

Mpumep ycTaHOBKM BpemeHu onpoca B 60 ceKyHp,

Komanga CLI:
sntp client poll timer 60

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.1.4.0 1 60

/ YT106bI BEPHYTLCA K HACTPOIKam Mo yMOYAHMIO A0CTaTOYHO YCTaHOBUTL Bpema B 1024
CeK.

Hacmpolika pabomsi 00HoadpecHbix SNTP-KnueHmos

MIB: risntp.mib

Ucnonb3syembie Tabnunupi: rISntpConfig — 1.3.6.1.4.1.89.92.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.5.0 1 {true(l), false(2)}
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Mpumep paspewieHUa nocnegoartenbHoro onpoca SNTP-cepsepos

KomaHpga CLI:
sntp unicast client poll

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.5.0 1 1

HobasneHue yacosozo noaca

MIB: rlsntp.mib

Ucnonbayemble Tabauupi: riTimeSyncMethodMode — 1.3.6.1.4.1.89.92.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.1.6.0 s "{TimeZonel}" \
1.3.6.1.4.1.89.92.1.7.0 s "{NameZone}"

Mpumep po06aBneHUA 4acOBOro NOACA Ha YCTPOWCTBE

KomaHpga CLI:

clock timezone test +7

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.1.6.0 s "+7:00"™ \
1.3.6.1.4.1.89.92.1.7.0 s "test"
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6 KOH®UrYPUPOBAHME UHTEP®EMNCOB

6.1 [lMapamempeol Ethernet-unmepdgbelicos

[TIpocmomp Description nopma

MIB: IF-MIB nau eltMng.mib

Ucnonbsyembie Tabaunubl: ifAlias — 1.3.6.1.2.1.31.1.1.1.18 nnu
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.18.{ifIndex}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.{ifIndex}

Mpumep npocmortpa Description Ha uHtepdeiice GigabitEthernet1/0/1

iflongDescr

Komanga CLI:
show interfaces description GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.18.49

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.49

[Mpocmomp Description vian

MIB: Q-BRIDGE-MIB

Ucnonbsyemble Tabnuubl: dotlqVianStaticTable — 1.3.6.1.2.1.17.7.1.4.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{vlan id}

Mpumep npocmotpa Description vian 100

Komanpga CLI:

show interfaces description vlan 100

Komanaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.100

[Mpocmomp ckopocmu Ha uHmepdgelice

MIB: IF-MIB

Ucnonb3syemble Tabnuupl: ifHighSpeed — 1.3.6.1.2.1.31.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.15.{ififndex}
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Mpumep BbiKAOUeHUA negotiation Ha GigabitEthernet1/0/2

KomaHpga CLI:

show interface status GigabitEthernetl/0/2
KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.15.50

BKaroyeHue/8bika4eHue agmocoaaaco8aHus CKopocmu Ha uHmepdgelice

MIB: rlinterfaces.mib

Ucnonbayemble Tabauupl: swifSpeedDuplexAutoNegotiation — 1.3.6.1.4.1.89.43.1.1.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.16.{ifIndex} i {negotiation(l), no negotiation(2)}

Mpumep BbikAOUYeHUA negotiation Ha GigabitEthernet1/0/2

KomaHaa CLI:
interface GigabitEthernetl/0/2
no negotiation

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.16.50 1 2

BraroyeHue nponycka npoyedypsl a8moco2aaco8aHuUsA, eC/U NapmHep Ha 8CMpPeYHol CmMopoHe He
omee4yaem.

MIB: eltinterfaces.mib

Ucnonbayemble Tabaunupi: eltSwifAutoNegotiationBypass — 1.3.6.1.4.1.35265.1.23.43.1.1.3
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.1.1.3.{ifIndex} i {negotiationbypass(l), no
negotiation bypass(2)}

Mpumep BbIKNIOUEHUA negotiation Ha TenGigabitEthernet1/0/2

KomaHga CLI:
interface TenGigabitEthernetl/0/2
no negotiation bypass

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.1.1.3.106 1 2

YcmaHOo8Ka pexumMo8 a8moco2a1aco8aHUA CKOPocmMu Ha uHmepdgelice

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupl: swifAdminSpeedDuplexAutoNegotiationLocalCapabilities —
1.3.6.1.4.1.89.43.1.1.40

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.40.{ifIndex} x {negotiation mode (HEX) }
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Mpumep HacTpoiiKK aBTOCOrNacoBaHua Ha ckopoctu 10f u 100f Ha uHTepdeiice GigabitEthernetl1/0/2

KomaHpaa CLI:
interface GigabitEthernetl/0/2
negotiation 10f 100f

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.40.50 x 14

V 1) B aBounyHoii cucteme 10f n 100f sanucbiBaetca Kak 00010100. B HEX cucreme
DL cuucneHus sto 14

2) Onucanue 6umoe

default(0),
unknown(1),
tenHalf(2),
tenFuli(3),
fastHalf(4),
fastFull(5),
gigaHalf(6),
gigaFull(7).

Mopadok bumos

01234567

[Mpocmomp duplex pexcuma nopma

MIB: EtherLike-MIB

Mcnonb3syembie Tabnnupi: dot3StatsDuplexStatus — 1.3.6.1.2.1.10.7.2.1.19

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.19.{ifindex}

Mpumep npocmortpa pexkuma duplex nopra GigabitEthernet 1/0/1

Komanpga CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.19.49

V‘ Pacwudgposka evidaseaembix 3Ha4eHuli

unknown (1)
halfDuplex (2)
fullDuplex (3)
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CmeHa duplex pexcuma Ha uHmMepagelice

MIB: RADLAN-rlInterfaces

Ucnonbayemble Tabamupi: swifDuplexAdminMode — 1.3.6.1.4.1.89.43.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.3.{ifIndex} i {none(l),half(2),full (3)}

Mpumep cmeHbl pexkuma duplex nopra GigabitEthernet1/0/1

KomaHpa CLI:
interface GigabitEthernetl/0/1
duplex half

KomaHga SNMP:
snmpset-v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.3.49 1 2

[Tpocmomp cpedbi nepedayu UHmMepgelica

MIB: EtherlLike-MIB

Ucnonbayemble Tabanupi: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifindex}

Mpumep npocmoTpa cpeabl nepegaun noprta GigabitEthernet 1/0/1

KomaHpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.89.43.1.1.7.49

V Pacwudgposka 8bidasaembix 3HaYyeHuUll

Copper (1)
FiberOptics (2)
ComboCopper (3)
ComboFiberOptics (4)

YnpasneHue nomokom (flowcontrol)

MIB: RADLAN-rlInterfaces

Ucnonbsyembie Tabamupi: swifFlowControlMode — 1.3.6.1.4.1.89.43.1.1.14

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.14.{ifindex} 1 {on(l),0ff(2),auto (3)}
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Mpumep BKAOUYEHUA yNpaBaeHUA NOTOKOM Ha uHTepdeiice GigabitEthernetl1/0/2

KomaHpaa CLI:
interface GigabitEthernetl/0/2
flowcontrol on

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.14.50 1 1

[Mpocmomp aOMUHUCMPAMUBHO20 COCMOAHUA nopma

MIB: IF-MIB

Ucnonb3syembie Tabnnupl: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex}

Mpumep npocmoTpa cTaTtyca nopra GigabitEthernet1/0/1

Komanpga CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.49

V Bo3moscHble sapuaHmel

up(1)
down(2)
testing(3)

Bkrtoyums/8bikatodums KoHdu2ypupyemsoili uHmepgetic

MIB: IF-MIB
Ucnonb3ayembie Tabnunupi: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex} 1 {up(l),down(2)}

Mpumep

KomaHpaa CLI:
interface GigabitEthernet 1/0/1
shutdown

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.49 1 2
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[Ipocmomp onepamugHO20 COCMOAHUA nopma

MIB: IF-MIB

Ucnonbayemble Tabanupi: ifOperStatus — 1.3.6.1.2.1.2.2.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.8.{ifIndex}

Mpumep npocmoTpa cTaTtyca nopra GigabitEthernet1/0/1

KomaHpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \

1.3.6.1.2.1.2.2.1.8.49

b ' J Bo3mocHble apuaHmel

up(1)
down(2)

OnpedeseHue murna nooKAYeHUA nopma

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifIndex}

Mpumep onpepeneHna Tuna nopta GigabitEthernet1/0/1

KomaHpga CLI:
show interfaces status

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.49

b ' J Bo3moiHble eapuaHmel

regular (1)
fiberOptics (2)
comboRegular (3)
comboFiberOptics (4)

lpocmomp cyemyuka unicast nakemos Ha uHmepgelice

MIB: IF-MIB

Ucnonbayemble Tabauupi: ifinUcastPkts — 1.3.6.1.2.1.2.2.1.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.11.{ifIndex}
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Mpumep npocmoTpa cyeTUMKa BXOAALLMX unicast nakeToB Ha HTepdeiice GigabitEthernet1/0/2

KomaHpaa CLI:
show interface counters GigabitEthernet1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.11.50

[Mpocmomp cyemyuka multicast nakemos Ha uHmMepdgelice

MIB: IF-MIB

Ucnonb3syembie Tabnnupi: ifinMulticastPkts — 1.3.6.1.2.1.31.1.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.2.{ifindex}

Mpumep npocmoTpa cueTumKa Bxogawmx multicast naketos Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernet1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.2.50

[lpocmomp cuem4uKka broadcast nakemos Ha uHmepgelice

MIB: IF-MIB
Ucnonb3zyemble Tabauuypbi: ifinBroadcastPkts — 1.3.6.1.2.1.31.1.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.3.{ifindex}

Mpumep npocmoTpa cueTunKa exogAawmx broadcast naketos Ha uHtepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.3.50

[Mpocmomp cyemyuka okmemos Ha uHmepgelice

MIB: IF-MIB
Ucnonb3syemblie Tabnamupi: ifinOctets — 1.3.6.1.2.1.2.2.1.10

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.10.{ifindex}
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Mpumep NpocmoTpa cueTYUNKa NPUHATLIX OKTETOB Ha MHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters gigabitethernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.10.50

V‘ MNopa, oKTeToM MMeeTca B BUAY KONYeCTBO 6aiiT.

1 oktet = 1 6aiiT

Mpocmomp cyemyuka FCS Errors Ha uHmepgelice

MIB: EtherLike-MIB
Ucnonbayemble Tabamupi: dot3StatsFCSErrors — 1.3.6.1.2.1.10.7.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.3.{ifindex}

Mpumep npocmoTpa cuetumnka FCS Errors Ha nHtepdeiice GigabitEthernet1/0/2

KomaHpga CLI:

show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.3.50

lMpocmomp cyemyuka Internal MAC Rx Errors Ha uHmepgelice

MIB: EtherLike-MIB
Ucnonb3ayemble Tabamubl: dot3StatsinternalMacReceiveErrors — 1.3.6.1.2.1.10.7.2.1.16

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.16.{ifindex}

Mpumep npocmortpa cuetumKa Internal MAC Rx Errors Ha uHtepdeliice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.16.50

lMpocmomp cyemyuka Transmitted Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB
Ucnonbayemble Tabanupi: dot30utPauseFrames — 1.3.6.1.2.1.10.7.10.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.4.{ifindex}
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Mpumep npocmoTpa cuetunka Transmitted Pause Frames Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpaa CLI:
show interface counters GigabitEthernetl1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.4.50

[pocmomp cyemyuka Received Pause Frames Ha uHmepaelice

MIB: EtherlLike-MIB
Ucnonb3ayembie Tabnunupl: dot3InPauseFrames — 1.3.6.1.2.1.10.7.10.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.3.{ifindex}

Mpumep npocmoTpa cuetunka Received Pause Frames Ha uHtepdeiice GigabitEthernet1/0/2

Komanga CLI:
show interface counters GigabitEthernetl1/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.3.50

O4yucmKa cyemyuKos UHmepagelicos

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnunupl: rlifClearPortMibCounters — 1.3.6.1.4.1.89.54.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.54.4.0 x {BuTroBasg Macka}

Mpumep OUUCTKU cHETYUKA MHTepdencoB Ana KommyTatopa MES2324B

Komanpga CLI:

clear counters

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
000000000000E££££££00000000£0000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001£££e0000000000

Mpumep oUMCTKU cueTYnKa uHTepdeincos ana KommyTtatopa MES5324

Komanpga CLI:

clear counters

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
FEFFFFFFOOOOOBFFEFFFFFOOOO08FFEFFFFFOOOOOSFFFFEFFFOO0O0O08FFFFFEFFO00008FFFFFFEOO00008E
FFFFFFO000008FFFFFFF000008000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001FFFE0000000000
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/ 1) B 3HaueHMe OYUCTKU CYETUMKOB B CTeKe 3ajaeTca 6uToBas macka gna Bcex
nopros
BCEX IOHUTOB CTeKa:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 X
000000000000FFFFFFO0000000F000000000000FFFFFFOO000000F

000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F0000000000
OOFFFFFFO

0000000F000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F000
00000000

OFFFFFFO0000000F0000000000000000000000000000000001 FFFE0000000000

2) NocmoTpeTb 3HaUeHMe 6UTOBOI MAaCKM MOXKHO KOMaHA,0M:

snmpwalk -v2c -c public <IP address> \
1.3.6.1.4.1.89.54.9.0

MoHUmMopuH2 3a2py3KU NOPMO8 KOMMymamopa

MIB: eltMes.mib

Ucnonbayemble Tabauubi: eltSwifUtilizationEntry — 1.3.6.1.4.1.35265.1.23.43.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.2.1.{parametr}

Mpumep

KomaHpga CLI:

show interfaces utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.2.1.1

V CnucoK 803MOMCHbIX Napamempos

eltSwifUtilizationlfIndex(1)
eltSwifUtilizationAverageTime(2)
eltSwifUtilizationCurrentinPkts(3)
eltSwifUtilizationCurrentinRate(4)
eltSwifUtilizationCurrentOutPkts(5)
eltSwifUtilizationCurrentOutRate(6)
eltSwifUtilizationAveragelnPkts(7)
eltSwifUtilizationAveragelnRate(8)
eltSwifUtilizationAverageOutPkts(9)
eltSwifUtilizationAverageOutRate(10)
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6.2 KoHgpueypuposaHue VLAN

JobasneHue vian s vlan database

MIB: rlvlan.mib

Ucnonb3yemble Tabnuubi:

rldotlgVlanStaticList1t01024 — 1.3.6.1.4.1.89.48.69.1.2
rldotlgVlanStaticList1025t02048 — 1.3.6.1.4.1.89.48.69.1.3
rldotlgVlanStaticList2049t03072 — 1.3.6.1.4.1.89.48.69.1.4
rldotlgVlanStaticList3073t04094 — 1.3.6.1.4.1.89.48.69.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.69.1.2 x {6BuroBas mMacka}

Mpumep cosaanua 994 vlan'a s vlan database

Komanga CLI:
vlan database
Vlian 994

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.69.1.2.0 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000040000000

1) Npu pacuete 6uTOBOI Macku ana vian 1025-2048, BbINONAHUTL BbluuTaHue 1024 ot
V Heobxogumoro vilan, a 3aTem yrKe BbINONHATb pacyeT MacKku. AHanorM4Ho ana vlan
2049-3072: HeobxoaMmo oTHATb 2048 nepepg pacuetom. Ana 3073-4094 — BbluecTb

3072. butoBas MacKa A0/1*KHa BK/OYaTb B ceba He meHee 10 cumBONOB.

2) Mpumep pacyeta 6uTOBOIM MacKu npusBegeH B pasgene «lMpunoxkeHue A.
MeToauka pacyeta 6MTOBOIT MacKkn».

JMlobasneHue vlan Ha nopm

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupli: rldotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-8}.{ifIndex} x {vlan B BuUOe OMTOBON MACKN}

Mpumep pobasneHuns vian 622 1 3100 Ha uHTepdeiic GigabitEthernet 1/0/2 B pexkum trunk

KomaHpa CLI:
interface GigabitEthernet 1/0/2
switchport mode trunk
switchport trunk allowed vlan add 622,3100

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004
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snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.4.50 x 0000001000

Mpumep pobasneHus vian 622 Ha uHTepdeiic GigabitEthernet 1/0/2 B Kauectse native vlan

KomaHpa CLI:

interface GigabitEthernet 1/0/2
switchport mode trunk

switchport trunk native vlan 622

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.5.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

Mpumep gobasneHua vian 622 Ha uHTepdeiic GigabitEthernet 1/0/2 B pexxume access

KomaHpga CLI:
interface GigabitEthernet 1/0/2
switchport access vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004 '\
1.3.6.1.4.1.89.48.68.1.5.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

V 1. MepeyeHb Tabauy,

ridotlqPortVianStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlgPortVlanStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
ridotlgPortVlanStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlgPortVlanStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList1t01024 —
1.3.6.1.4.1.89.48.68.1.5.{ifindex}
ridotlgPortVlanStaticUntaggedEgressList1025t02048 —
1.3.6.1.4.1.89.48.68.1.6.{ifindex}
ridotlgPortVlanStaticUntaggedEgressList2049t03072 —
1.3.6.1.4.1.89.48.68.1.7 {ifindex}
ridotlgPortVlanStaticUntaggedEgressList3073t04094 —
1.3.6.1.4.1.89.48.68.1.8.{ifindex}

2. Mpumep coctaBneHMa 6UTOBOK MacKu npuseaeH B pasgene «lpunoxeHue A.
MeTtoauKa pacyeta 6MTOBOIA MacKu».

3. buTtoBas macKa A0/KHA BK/OYATb B ceba He meHee 10 cMMBONOB.
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3anpemums default VLAN Ha nopme

MIB: eltVlan.mib

Ucnonb3ayembie Tabnuupl: eltVianDefaultForbiddenPorts — 1.3.6.1.4.1.35265.1.23.5.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x {mopT B BuIe OMUTOBOM MacKu}

Mpumep 3anperta default vlan Ha nopre GigabitEthernet 1/0/5

KomaHpa CLI:
interface GigabitEthernetl1l/0/5
switchport forbidden default-vlan

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x 00000000000008

/ 1. Npumep cocTaBneHns 6UTOBOI MacKu npuBegeH B pasgene «lMpunoxkeHue A.
MeToauka pacyeta 6MTOBOIT MacKkn».

2. buTtoBasa macka A0/1XKHA BK/lOYaTb B ceba He meHee 10 cumBONIOB.

[Tpocmomp umeHu VLAN

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupli: rldotlqVianStaticName — 1.3.6.1.4.1.89.48.70.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.70.1.1.{vlan}

Mpumep npocmoTtpa umeHun vian 5

Komanpga CLI:
show vlan tag 5

Komanaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.70.1.1.5

[Tpocmomp yneHcmaa nopma 8o VLAN

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupli: ridotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-4}.{ifindex}
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{5-8}.{ifindex}
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Mpumep npocmortpa vlan Ha GigabitEthernet1/0/5

KomaHpga CLI:
show interfaces switchport GigabitEthernetl/0/5

KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.1.54

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.5.54

/ 1. B npumepe npeactasneHHbl 2 KomaHabl snmpwalk. Ecnv nopt Tagged — 3HaueHusa

V B BbiBOAE BTOPO KOMaHAbl NPUHMMAIOT HyneBoe 3HayeHune u Homep Vian

COOTBETCTBYET 3HAaYEHUAM BblBOAA NepBoi KomaHAbl. Ecan nopt Untagged — B

BbIBOAE BTOPOI1 KOMaHAbl NPUCYTCTBYIOT 3HAYEHUSA, OT/IMYHbBIE OT HyAA, u Homep Vian
COOTBETCTBYET 3TUM 3HAYEHUAM.

2. NepeyeHb Tabauy,

ridotlgPortVianStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlgPortVianStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
ridotlgPortVianStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlgPortVianStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList1t01024 —
1.3.6.1.4.1.89.48.68.1.5.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList1025t02048

— 1.3.6.1.4.1.89.48.68.1.6.{ifindex}
ridotlgPortVianStaticUntaggedEgressList2049t03072

— 1.3.6.1.4.1.89.48.68.1.7.{ifindex}
rldotlgPortVianStaticUntaggedEgressList3073t04094

— 1.3.6.1.4.1.89.48.68.1.8.{ifindex}

3. MonyyeHHble B pe3ynbTaTe BbINOJIHEHMA 3aNpPOCa 3HaYEHUA NPeACTaBAAIOT U3 ceba

6MTOBYIO MacKy, MeTOAMKa pacyeTa KOTOpoii NnpusBeaeHa B pasaene «MpunoxkeHue
A. MeTtoguka pacyeta 6UTOBOIA MacKu».

Hacmpolika pexcuma pabomel nopma

MIB: rlvlan.mib

Ucnonbsyemble Tabauupi: vianPortModeEntry — 1.3.6.1.4.1.89.48.22.1
snmpset -v2c -c¢ <community> <IP address> \

1.3.6.1.4.1.89.48.22.1.1.{ifIndex} i {general(l), access(2), trunk(3),
customer (7) }

Mpumep HacTpoiikmn nHtepdeiica GigabitEthernet 1/0/2 8 pexkum trunk

KomaHpa CLI:
interface GigabitEthernet 1/0/2
switchport mode trunk

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50 1 3

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 47




HELTEX

[Ipocmomp pexcuma nopma

MIB: rlvlan.mib

Ucnonbayembie Tabnnupl: vianPortModeState — 1.3.6.1.4.1.89.48.22.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifindex}

Mpumep npocmoTpa pexkuma Ha GigabitEthernet1/0/2

KomaHpa CLI:
show interfaces switchport GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50

V Bo3mosicHbIe eapuaHmel

general(1)
access(2)
trunk (3)
customer (7)

HasHayume pvid Ha uHmMepaelic

MIB: Q-BRIDGE-MIB.mib

Ucnonb3syembie Tabnnupl: dotlqPortVlanTable — 1.3.6.1.2.1.17.7.1.4.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {1-4094}

Mpumep Ha3HaueHua pvid 15 ana GigabitEthernet 1/0/2

Komanpga CLI:
interface GigabitEthernet 1/0/2
switchport general pvid 15

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.1.50 u 15

Hacmpolika map mac

MIB: rlvlan.mib

Ucnonb3ayembie Tabnunupl: vianMacBaseVlanGroupTable — 1.3.6.1.4.1.89.48.45

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.48.45.1.3.{MAC address in DEC}.{mask} 1 {map-group number} \
1.3.6.1.4.1.89.48.45.1.4.{MAC address in DEC}.{mask} i {createAndGo(4),
destroy (6) }
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Mpumep

KomaHpga CLI:
vlan database
map mac a8:£9:4b:33:29:c0 32 macs-group 1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.45.1.3.168.249.75.51.41.192.32 1 1 \
1.3.6.1.4.1.89.48.45.1.4.168.249.75.51.41.192.32 1 4

YecmaHoska npasuna Kaaccugukayuu VLAN, ocHosaHHo20 Ha npusaske Kk MAC-adpecy, 044
UHmMepagelica

MIB: rlvlan.mib

Ucnonb3zyemble Tabauubl: vianMacBaseVlanPortTable — 1.3.6.1.4.1.89.48.46.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.46.1.2.58.1 u {vlan} 1.3.6.1.4.1.89.48.46.1.3.58.1 1
{createAndGo (4), destroy(6)}

Mpumep BKAOUEeHUA npaBuna Knaccudukaumm VLAN gna nutepdeiica gigabitethernet 1/0/10

KomaHaa CLI:
interface Gigabitethernet 1/0/10
switchport general map macs-group 1 vlan 20

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.46.1.2.58.1 u 20 \
1.3.6.1.4.1.89.48.46.1.3.58.1 1 4

6.3 Hacmpoiika u moHumopuHe errdisable-cocmoaHusa

[IpocMomp HacmpoeK 0718 asmomMmamu4yeckoli akmusayuu uHmepagelica

MIB: rlinterfaces_recovery.mib

Ucnonbayemble Tabauupi: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2

Mpumep: NPOCMOTP HACTPOEK ANA AaBTOMATUUECKOI aKTUBauumn uHtepdeiica

KomaHpga CLI:
show errdisable recovery

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 49




HELTEX

[Mpocmomp npu4uHsl 6s10KUPOBKU Nopma

MIB: rlErrdisableRecoverylfReason

Ucnonb3ayemble Tabnunupl: rlErrdisableRecoverylfReason — 1.3.6.1.4.1.89.128.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.3.1.1

Mpumep

KomaHpa CLI:
show errdisable interfaces

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.3.1.1

V Bo3moscHble sapuaHmel:

loopback-detection (1)
port-security (2)
dotlx-src-address (3)
acl-deny (4)
stp-bpdu-guard (5)
stp-loopback-guard (6)
unidirectional-link (7)
dhcp-rate-limit (8)
12pt-guard (9)
storm-control (10)

Hacmpolika asmomamuyeckol akmusauuu UuHmepgelica

MIB: rlinterfaces_recovery.mib

Ucnonb3syembie Tabnunupl: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2. {index of reason} i {true(l), false(2)}

Mpumep BKAKOUYEHMA aBTOMATUYECKOM aKTUBaL MK uHTepdeiica B cnydae loopback detection

KomaHpa CLI:

errdisable recovery cause loopback-detection

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2.1 1 1
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/‘-‘ Bo3moxcHbie 3HavyeHusa index of reason, 8 3agucumMocmu om muna 8binosaHaemol

Hacmpoliku:

loopback detection — (1)
port-security — (2)
dotlx-src-address — (3)
acl-deny — (4)
stp-bpdu-guard — (5)
stp-loopback-guard (6)
unidirectional-link — (8)
storm-control — (9)
12pt-guard — (11)

Hacmpolika uHmepsana ebixo0a uHmepgelica us errdisable cocmosaHus

MIB: rlinterfaces_recovery.mib

Ucnonbayemble Tabauubi: rlErrdisableRecoveryinterval — 1.3.6.1.4.1.89.128.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.1.0 1 {interval 30-86400}

Mpumep HacTpoiikmn 30-TM ceKyHAHOro MHTepBana Bbixoaa u3 errdisable cocroaHua

KomaHpa CLI:
errdisable recovery interval 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.1.0 1 30

6.4 Hacmpolika voice vian

JlobasneHue voice vlan

MIB: RADLAN-vlanVoice-MIB

Ucnonbayemble Tabamuypbi: vianVoiceAdminVid — 1.3.6.1.4.1.89.48.54.8

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.48.54.8.0 1 {vlan id}

MNpumep po6aBneHus voice vian id 10

KomaHpga CLI:

voice vlan id 10

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.8.0 1 10
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Akmuseauyus voice vian Ha uHmepgelice

MIB: RADLAN-vlanVoice-MIB

Ucnonb3syemblie Tabnunupl: vianVoiceOUIBasedPortTable — 1.3.6.1.4.1.89.48.54.12.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.5.1.1.{ifIndex} i 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.{ifIndex} u {voice vlan id}

Mpumep

KomaHaa CLI:
interface GigabitEthernetl1l/0/3
voice vlan enable

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.5.1.1.51 i 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.51 u 10

PedakmuposaHue mabauusi OUI

MIB: rlvlanVoice.mib

Mcnonb3syembie Tabnuupl: vianVoiceOUIBasedTable — 1.3.6.1.4.1.89.48.54.12.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.4.1.3.{0UI in DEC. BanuThe paznejidloTCcsa ToukamMm} 1
{createAndGo (4), destroy(6)}

MNpumep

KomaHpa CLI:
voice vlan oui-table add 002618

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.4.1.3.0.38.24 i 4

6.5 Hacmpoiika LLDP

nobanbHoe skaoveHue/omknaodeHue lldp

MIB: riLIdp.mib

Ucnonb3ayembie Tabnunupl: riLidpEnabled — 1.3.6.1.4.1.89.110.1.1.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.110.1.1.1.0 1 {true (1), false (2)}

Mpumep oTkNtoueHua LLDP

Komanpga CLI:
no Lldp run

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.1.1.0 i 2
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Hacmpolika lldp-med noaumuku ¢ ykazaHuem Homepa voice vian 0149 mea2upo8aHH020 mpaduKa
voice vlan

MIB: rllldb.mib

Ucnonbayemble Tabauupi: riLidpXMedLocMediaPolicyContainerTable — 1.3.6.1.4.1.89.110.1.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 {voice(l), voice-signaling(2), guest-voice(3),
guest-voice-signaling(4), softphone-voice(5), video-conferencing(6), streaming-
video(7), video-signaling(8)} \

(
1.3.6.1.4.1.89.110.1.2.1.1.3.1 1 {vlan} \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 {priority} \
1.3.6.1.4.1.89.110.1.2.1.1.7.1 {true(l), false(2)} \
1 1.3.6.1.4.1.89.110.1.2.1.1.9.1 i {createAndGo(4), destroy(6)}

Mpumep HacTpoiiKku lidp-med noantukm c ykasanmem VLAN 10, ykazaHuem npuopurtera 4

KomaHpga CLI:
11dp med network-policy 1 voice vlan 10 vlan-type tagged up 4

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 1 \

1.3.6.1.4.1.89.110.1.2.1.1.3.1 i 10 \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 4 \

1.3.6.1.4.1.89.110.1.2.1.1.7.1 1 1 \

1.3.6.1.4.1.89.110.1.2.1.1.9.1 1 4

Hacmpolika lldp-med noaumuku 0518 meaupo8aHHo020 mpaguka voice vian

MIB: rllldb.mib

Ucnonbsyemble Tabnauupi: riLidpXMedNetPolVoiceUpdateMode — 1.3.6.1.4.1.89.110.1.7

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.110.1.7.0 1 {manual(0), auto(l)}

MNpumep Hactpoiiku lldp-med nonuTtukm B pexkume auto

KomaHpga CLI:
no 1lldp med network-policy voice auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.7.0 1 0
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7 HACTPOWKA IPV4-AAPECALIUU

Co3daHue IP-adpeca Ha interface vian:

MIB: rlip.mib
Ucnonbsyembie Tabnunupl: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.1.1.2.{1ip address(DEC)} 1 {ifIndex} \
1.3.6.1.4.1.89.26.1.1.3.{ip address (DEC)} a {netmask}

Mpumep HacTpoliku agpeca 192.168.10.30/24 Ha vian 30

KomaHaa CLI:
interface vlan 30
ip address 192.168.10.30 /24

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 i 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0

YoaneHue IP-adpeca Ha interface vian:

MIB: rlip.mib
Ucnonbsyembie Tabnnupl: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

pset -v2c -c <community> <IP address> \

1.3. 6.1.4 1.89.26.1.1.2.{ip address(DEC)} 1 {ifIndex} \
.3.6.1.4.1.89.26.1.1.3.{ip address(DEC)} a {netmask} \

1.3.6. l 4.1.89.26.1.1.6.{ip address(DEC)} 1 2

}—‘

Mpumep yaaneHus IP-agpeca 192.168.10.30 Ha uHTepdeiice vian 30

KomaHpa CLI:
interface vlan 30
no ip address 192.168.10.30

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 1 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0 \
1.3.6.1.4.1.89.26.1.1.6.192.168.10.30 1 2

[onyyeHue IP-adpeca no DHCP Ha interface vian

MIB: radlan-dhcpcl-mib.mib

Ucnonb3syembie Tabnunupl: riDhcpClActionStatus — 1.3.6.1.4.1.89.76.3.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.3.1.2.{ifIndex} 1 {createAndGo (4), destroy(6)}
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Mpumep

KomaHpga CLI:
interface vlan 30
ip address dhcp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.301\1.3.6.1.4.1.89.76.3.1.2.100029 1 4

ﬂo6aeumb/ydaﬂumb w3 1o ymosa4YaHuro

MIB: rlip.mib

Ucnonbayemble Tabnuupi: rlinetStaticRouteEntry — 1.3.6.1.4.1.89.26.28.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {metric(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {remote(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {createAndGo (4),

destroy(6) }

Mpumep pobasneHus ip default-gateway 192.168.1.10

KomaHpga CLI:
ip default-gateway 192.168.1.10

KomaHaa SNMP:

snmpset -v2c -c private 192.1

1.3.6.1.4.1.89.26.28.1.7.1.4. 1.4.192.168.1.10.0 u 4
3.6.1.4.1.89.26.28.1.8.1.4. 1.4.192.168.1.10.0 1 4

3.6.1.4.1.89.26.28.1.10.1.4.0.0.0.0.0.1.4.192.168.1.10.0 i 4

68.1.30 \
0.0.0.0.0. \
1. 0.0.0.0.0. \
1.
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8 HACTPOMKA IPV6-ALPECALUU

BkntoyeHue/sbikao4eHue IPv6 adpecauyuu Ha interface vlan

MIB: ip-mib.mib
Ucnonb3ayemble Tabnuupl: ipvbinterfaceEnableStatus — 1.3.6.1.2.1.4.30.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.30.1.5.{ifindex} i {enable(l), disable(2)}

Mpumep BKAoUeHUn IPv6 agpecaymm Ha vian 2

KomaHpa CLI:
interface vlan 2
ipv6 enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.30.1.5.100001 i 1

Co3daHue/YdaneHue IPv6 adpeca Ha interface vlan

MIB: rlip.mib
Ucnonb3zyemble Tabauupbi: rlipAddressEntry — 1.3.6.1.4.1.89.26.36.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.36.1.5.{xonmmuecTBO OanT B anpece}.{xaxoel OauT B HOEeCATUUHOM

Bume uepes paspeiuresb}.2.0 1 {ifindex} \

1.3.6.1.4.1.89.26.36.1.13. {xonmmuecTBO OanT B ampece}.{kaxnel O0alT B IeCATUYHOM

BuUIe uepes pasgenmuTesib}.2.0 u {Macka B mecaTMuHOM Buae}\
1.3.6.1.4.1.89.26.36.1.11. {xonnuecTBO OauT B anpece}.{xaxniel OauT B OEeCATUUHOM

BUme uepes paszmenurenb}.2.0 i1 {createAndGo (4), destroy(6)}

Mpumep pobasneHns agpeca 2001::1/64 Ha vlan 2

KomaHpa CLI:
interface vlan 2
ipv6e address 2001::1/64

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.36.1.5.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 i 100001 \
1.4.1.89.26.36.1.13.2.16.32. u 64 \

i

1.3.6. 1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0
1.3.6.1.4.1.89.26.36.1.11.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 4
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9 HACTPOMKA GREEN ETHERNET

[nobanbHOEe omKar4YeHue green-ethernet short-reach

MIB: rigreeneth.mib

Ucnonbayemble Tabanupi: riGreenEthShortReachEnable — 1.3.6.1.4.1.89.134.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.2.0 i {true (1), false (2)}

Mpumep

KomaHpa CLI:
no green-ethernet short-reach

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.2.0 1 2

[nobanbHOe omKar4YeHue green-ethernet energy-detect

MIB: rigreeneth.mib

Ucnonbayemble Tabauupl: riGreenEthEnergyDetectEnable — 1.3.6.1.4.1.89.134.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.1.0 i {true (1), false (2)}

Mpumep

KomaHpga CLI:
no green-ethernet energy-detect

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.1.0 1 2

[pocmomp napamempos green-ethernet

MIB: rIGreenEth.mib

Ucnonbayemble Tabauupi: riGreenEthCumulativePowerSaveMeter — 1.3.6.1.4.1.89.134.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.5

Mpumep

KomaHpga CLI:
show green-ethernet

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.134.5
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10 HACTPOWMKA KONbLEBbIX MPOTOKO/1I0B

10.1 Mpomokon ERPS

OnpedeneHue Homepa west nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayemble Tabnunupl: eltexErpsMgmtRAPSWestPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

Mpumep

KomaHpa CLI:

show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

[Ipocmomp cocmoaHua west nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3zyemble Tabauubi: eltexErpsMgmtRAPSWestPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

Mpumep

KomaHpaa CLI:
show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

/ Bo3MOXHble cOCTOAHUA nopTa:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

OnpedeneHue Homepa east nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayembie Tabnunupli: eltexErpsMgmtRAPSEastPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4
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Mpumep

KomaHpga CLI:
show erps

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4

[Ipocmomp cocmoAHuUA east nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabnuupi: eltexErpsMgmtRAPSEastPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

Mpumep

KomaHpa CLI:

show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

, Bo3moiHblIe cocmoaHua nopma:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

[Ipocmomp cocmoAaHUA KOAbya

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabauupi: eltexErpsMgmtRAPSRingState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.12

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

Mpumep

KomaHga CLI:
show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12
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/' ) Bo3moicHblie cOCMoAHUA KOnbya erps:

. Init (1)

.Idle (2)

. Protection (3)

. Manual-switch (4)
. Forced-switch (5)
. Pending (6)

AUV A WNER

10.2 Hacmpoliika npomokona Spanning-tree

BkrntoyeHue/omkKnaoveHue npomokosaa Spanning-tree

MIB: radlan-brgmacswitch.mib

Ucnonb3syembie Tabnunupl: rldotldStp — 1.3.6.1.4.1.89.57.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.3.0 1 {enabled(l), disabled(2)}

Mpumep oTKAOUEHUA Spanning-tree

KomaHpa CLI:

no spanning-tree

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.3.0 1 2

BKIHO‘—IE‘HUE/BbIKﬂfO‘-IEHUC MPOMOoK01a spanning-tree Ha KOHguU2ypupyemom uHmepgelice

MIB: BRIDGE-MIB

Mcnonb3ayembie Tabnuupl: dotldStpPortTable — 1.3.6.1.2.1.17.2.15.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.4.{ifIndex} 1 {enabled(l), disabled(2)}

Mpumep oTKAOUeHMA paboTbl spanning-tree Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
interface GigabitEthernetl1l/0/2
spanning-tree disable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.50 1 2

BrntoyeHue/sbikaroYeHue pexcuma obpabomku nakemos BPDU uHmepgpelicom, Ha Komopom

8bIK/1I0YEeH MpomokKosa STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3syembie Tabnunupl: rldot1dStpPortTable — 1.3.6.1.4.1.89.57.2.13.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.4.{ifIndex} 1 {filtering(l), flooding(2)}
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Mpumep BkaoueHna ¢punabTpauum BPDU Ha uHtepdeiice Gigabitethernet 1/0/2

KomaHpga CLI:
interface gigabitethernet 1/0/2
spanning-tree bpdu filtering

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.4.50 1 1

Hacmpolika pexcuma pabomel npomokonaa spanning-tree

MIB: draft-ietf-bridge-rstpmib.mib
Ucnonbayemble Tabanupi: dotldStpVersion — 1.3.6.1.2.1.17.2.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.16.0 1 {stp(0), rstp(2), mstp(3)}

Mpumep ycTaHOBKM pexkuma paboTbl NPoTOKONa Spanning-tree

KomaHpa CLI:

spanning-tree mode rstp

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 2

[lpocmomp ponu nopma 8 STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonbayemble Tabamupi: rldot1dStpPortRole — 1.3.6.1.4.1.89.57.2.13.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.7.{ifindex}

Mpumep npocmotpa ponu Gigabitethernet0/2 s STP

KomaHpga CLI:
show spanning-tree Gigabitethernet0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.7.50

r Bo3moiHble cocmoaHua nopma:

1. Disabled (1)
2. Alternate (2)
3. Backup(3)

4. Root(4)

5. Designated(5)
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[Ipocmomp cocmosaHua nopma 8 MSTP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3ayembie Tabnunupl: rldotlsMstplnstancePortState — 1.3.6.1.4.1.89.57.6.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.6.2.1.4.1.{ifindex}

Mpumep npocmoTpa coctoaHua Gigabitethernet0/2 8 mstp

KomaHpa CLI:
show spanning-tree Gigabitethernet(0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.6.2.1.4.1.50

/ Bo3moxcHble cocmoaHua nopma:

1. Disabled (1)
2. Blocking (2)
3. Listening (3)
4. Forwarding(5)
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11 rPynnoBAA AAPECALMUA

11.1 MNpasuna epynnoeoli adpecayuu (multicast addressing)

3anpeuwjeHue QUHaMuUYyecKo2o dobasaeHud nopma K MHo2odopecHol epynne

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabauupi: riBrgStaticinetMulticastEntry — 1.3.6.1.4.1.89.116.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.116.5.1.6.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
0000000000000000 \
1.3.6.1.4.1.89.116.5.1.7.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
{BuToBas macka wuHTepdeirical \
1.3.6.1.4.1.89.116.5.1.8.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 1
{createAndGo (4), destroy (6)}

Mpumep 3anpeta nsyyeHus rpynnoi 239.200.200.17 Ha nopTe GigabitEthernet 1/0/1 B vlan 622

KomaHpga CLI:
interface vlan 622
bridge multicast forbidden ip-address 239.200.200.17 add GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.116.5.1.6.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000000000

\
1.3.6.1.4.1.89.116.5.1.7.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000008000
\
1

.3.6.1.4.1.89.116.5.1.8.622.1.4.239.200.200.17.1.4.0.0.0.0 1 4

1) CymmapHoe KonuuecTtso umodp B OID 1.3.6.1.4.1.89.116.5.1.6 1 OID
V 1.3.6.1.4.1.89.116.5.1.7 onKHO 6bITb OA4UHAKOBbIM U YETHBIM.

2) MeToguKy pacueta 6UTOBOIF MaCKM MOXXHO NOCMOTPETb B pasaene
«MNpunoxeHune A. MeToguKa pacueta 6UTOBON MacKn».

3anpeuwieHue npoxoxoeHuUs HeapeaucmpuposaHHo2o Multicast-mpaguka

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabamupl: riMacMulticastUnregFilterEnable — 1.3.6.1.4.1.89.55.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.4.1.0 x "{BuroBasa Macka njsa uHTepdelcon}"

Mpumep 3anpelieHns NPOXOXAEHUA HesaperucTpuposaHHoro Multicast-tpaduka pna nopros
GigabitEthernet 1/0/20-21

KomaHpa CLI:
interface range GigabitEthernet 1/0/20-21
bridge multicast unregistered filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.4.1.0 x "000000000000000018"
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/ 1) Ona ypaneHna HACTPOMKU HaAo 3aMeHUTb COOTBETCTBYIOLLME MOopTam nons B
6uToBoii macke Ha 0.

2) MeToauKy pacueta 6UTOBOI MacCKM MOXKHO NOCMOTPETb B pasaene «MpunokeHue
A. MeToguKa pacueta 6UTOBOM MaCKuU».

Puabmpayuss MH020a0pecHo20 MpPaduKa

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupi: riIMacMulticastEnable — 1.3.6.1.4.1.89.55.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.1.0 i {true(l), false(2)}

Mpumep BKAOYEHUA GUNbTPALMM MHOrOa4PecHOro Tpaduka

Komanpga CLI:
bridge multicast filtering

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.1.0 1 1

[nobasnbHOe 8KAYEHUE igmp shooping

MIB: rlbrgmulticast.mib

Ucnonb3syemble Tabnunupl: rligmpSnoopEnable — 1.3.6.1.4.1.89.55.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.2.2.0 1 {true(l), false(2)}

Mpumep

Komanpga CLI:

ip igmp snooping

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.2.2.0 1 1

BkarouyeHue igmp snooping 8 vlan

MIB: rlbrgmulticast.mib

Ucnonb3syembie Tabnaunupl: rligmpMIidSnoopVianEnable — 1.3.6.1.4.1.89.55.5.5.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.5.1.3.1.{vlan id} 1 {true(l), false(2)}

Mpumep BKAOUYEHUA igmp snooping B vian 30

KomaHpa CLI:
ip igmp snooping vlan 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.5.5.1.3.1.30 1 1
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[lpocmomp mabauysl igmp snooping

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabamupi: riigmpMIdSnoopMembershipTable — 1.3.6.1.4.1.89.55.5.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.4

Mpumep

KomaHpa CLI:
show ip igmp shooping groups
KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.55.5.4

Hacmpolika multicast-tv vian (MVR)

MIB: rlvlan.mib

Ucnonbayemble Tabamupbi: vianMulticastTvEntry — 1.3.6.1.4.1.89.48.44.1

snmpset -v2c -c <community> <IP address> \
1.3.6. .1.89.48.44.1.1.{ifIndex} u {vlan-id} \
1.3.6. .1.89.48.44.1.2.50 1 {createAndGo (4), destroy (6)}

1.4
1.4

Mpumep HacTpoku multicast-tv vlan 622 Ha nHtepdeiice gigabitethernet 1/0/2

KomaHpga CLI:
interface gigabitethernet 1/0/2
switchport access multicast-tv vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.44.1.1.50 u 622 \
1.3.6.1.4.1.89.48.44.1.2.50 1 4

Hacrpoiika pexuma pabotbl multicast-tv vlan <customer/access/trunk/general>
V 3aBMCUT OT peXMMa HacTpPOMKM nopTa, T.e. OT KOmaHAabl switchport mode
customer/access/trunk/general.

11.2 ®dyHKyuu oepaHuvyeHusa multicast-mpaguka

Co30aHue multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonbayemble Tabauupi: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.46.1.1.2.{Index of profile} s {profile name} \
1.3.6.1.4.1.35265. 1.23.46.1.1.3.{Index of profile} i {deny(l), permit(2)} \
1.3.6.1.4.1.35265. 1.23.46.1.1.4.{Index of profile} i {createAndGo (4),
destroy(6) }
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Mpumep co3gaHua npodpuna c umeHem IPTV (npegnonoxum, uto npodunb byaer umerb NOPALKOBbINA
Homep 3)

KomaHaa CLI:
multicast snooping profile IPTV

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.1.1.2.3 s IPTV \
1.3.6.1.4.1.35265.1.23.46.1.1.3.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.1.1.4.3 1 4

YKasaHue duanasoHos Multicast adpecos 8 multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonb3ayemble Tabnunupl: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.3

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.3.1.3.{index of rule}.{Index of profile} 1
{ip(1),1ipv6(2)} \

1.3.6.1.4.1.35265. 1.23.46.3.1.4.{index of rule}.{Index of profile} x {ip-
ampec Hauajla IOManasoHa B IMeCTHaAlaTepuuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.5.{index of rule}.{Index of profile} x {ip-
ampec KOHIA IOMarnas30Ha B MEeCTHaAlaTepuuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.6.{index of rule}.{Index of profile} 1
{createAndGo (4), destroy(6)}

Mpumep orpaHunuyeHua myabTuKact rpynn 233.7.70.1-233.7.70.10 gna npoduna c ummeHem IPTV
(npegnonoxum, uto npodunb Mmeer nopagKosbiii Homep 3. B nepsom npodune 2 npasBuna, BO
BTOPOM—OZHO)

KomaHpa CLI:
multicast snooping profile IPTV
match ip 233.7.70.1 233.7.70.10

Komanaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.3.1.3.4.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.3.1.4.4.3 x E9074601 \
1.3.6.1.4.1.35265.1.23.46.3.1.5.4.3 x E907460A \
1.3.6.1.4.1.35265.1.23.46.3.1.6.4.3 1 4

V index of rule — cuntaetca no cymme Bcex NpaBuAa BO Bcex npodpunax

HasHayeHue multicast snooping profile Ha nopm

MIB: eltlpMulticast.mib

Ucnonb3syemble Tabnunupl: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.7.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.7.1.1.{ifIndex}.{Index of profile} i {ifIndex} \
1.3.6.1.4.1.35265. 1.23.46.7.1.2.{ifIndex}.{Index of profile} i {Index of
profile} \

1.3.6.1.4.1.35265. 1.23.46.7.1.3.{ifIndex}.{Index of profile} i
{createAndGo (4), destroy(6)}
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Mpumep po6asneHua npodpunsa test (c uHaekcom npoduna 3) Ha untepdelic Gigabitethernet 1/0/2

KomaHpga CLI:
interface Gigabitethernet 1/0/2
multicast snooping add test

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.7.1.1.50.3 1 50 \
1.3.6.1.4.1.35265.1.23.46.7.1.2.50.3 1 3 \
1.3.6.1.4.1.35265.1.23.46.7.1.3.50.3 1 4

Hacmpolika oepaHu4eHus Konuyecmesa Multicast-epynn Ha nopme

MIB: eltlpMulticast.mib

Ucnonbayemble Tabnmupl: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.6.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.46.6.1.2.{ifIndex} i {MAX number}

Mpumep HacTpoKu orpaHuueHus B Tpu Multicast-rpynnbi Ha nHtepdeiice Gigabitethernet 1/0/2

KomaHpga CLI:
interface Gigabitethernet 1/0/2
multicast snooping max-groups 3

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.6.1.2.50 1 3
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12 ®YHKLUWU YNPABJIEHUA

12.1 MexaHu3zm AAA

LobasneHue HO8020 nosnbL308amers

MIB: rlaaa.mib

Ucnonb3syembie Tabnunupl: rIAAALocalUserTable — 1.3.6.1.4.1.89.79.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.17.1.1.{number of letters}.{Login in DEC, kaxnas OykBa
JIOTMHAa OTHeJIseTCs OT cJjenywmel rToukoi} s {login} \
1.3.6.1.4.1.89.79.17.1.2.{number of letters}.{Login in DEC, kaxnas OykBa
JIOTMHA OTIeJyideTcd OT cJijenynmelt Toukoi} s "#{encoding password}™ \
1.3.6.1.4.1.89.79.17.1.3.{number of letters}.{Login in DEC, kaxnas OykBa
JIOTMHA OTIejyiseTcda OT cienywmel Toukoi} i {privelege level (1-15)} \
1.3.6.1.4.1.89.79.17.1.4. {number of letters}.{Login in DEC, xaxnas OyKBa
JIOTMHa OTHEeJITeTCsa OT cJjenywomey Toukon} i {create and go(4)}

Mpumep pobasneHna nonbsosartena techsup c naponem password 1 yposHem npusunernii 15

Komanga CLI:
username techsup password password privilege 15

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.17.1.1.7.116.101.99.104.115.117.112 s techsup \
1.3.6.1.4.1.89.79.17.1.2.7.116.101.99.104.115.117.112 s
"#50aa61e4c9093f3£f0682250b6cf8331b7ee68£d8" \
1.3.6.1.4.1.89.79.17.1.3.7.116.101.99.104.115.117.112 i 15
\N1.3.6.1.4.1.89.79.17.1.4.7.116.101.99.104.115.117.112 i 4

7 1. NloruH nepesogutca us ASCIl 8 HEX ¢ nomoubto Tabnuubi, KOTOPYIO MOXHO HalATH
V no ccbinke https://ru.wikipedia.org/wiki/ASCII

2. Maponb 3a43eTcA UCKAIOUUTENBHO B LWKMdPOBAHHOM BUAE, NUweTca 06sa3aTenbHO
B KaBbluKax, nepeg naponem aobasnsaerca #.

Hacmpolika memodos aemopu3ayuu 04 login-nosns3osamens

MIB: rlaaa.mib

Ucnonbayembie Tabnunupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.15.{ login c default” in DEC, xaxmas OyxBa JIOTMHA
oTmesiaeTCca oOT cienywomell Touxkon} 1 {enable(2),radius (4),tacacs(5),local(3)} \
1.3.6.1.4.1.89.79.15.1.3.15.{ login c default” in DEC, xaxmas OyxBa JIOTMHA
oTmesiaeTca OoT cijenypomell Touxkon} 1 {enable(2),radius (4),tacacs(5),local(3)} \
1.3.6.1.4.1.89.79.15.1.4.15.{ 1login c default” in DEC, xaxmas OykBa JIOTMHA
oTmesiaeTCca oOT cijenymomell Touxkon} 1 {enable(2),radius (4),tacacs(5),local(3)} \
1.3.6.1.4.1.89.79.15.1.10.15.{"1login_c default” in DEC, kaxpasa OyKBa JOIMHA
oTmesiseTCcsa OT cJjenymomen Touxkon} i 1 0\
1.3.6.1.4.1.89.79.15.1.10.15.{"1login n default” in DEC, kxaxnaa OykBa JIOT'MHA
oTmesgeTcsa OT cjenywomer Toukom} i 1
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Mpumep

KomaHpga CLI:
aaa authentication login authorization default local

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108

116 1 3\
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 0\
1.3.6.1.4.1.89.79.15.1.4.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 0\
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 1 1 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 1 1
7 108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepeBogutca u3 ASCII
V Tabaunubl (pacwmdposbiBaetca login_c_default)

YoaneHue Hacmpoliku memodos aemopu3sauyuu 014 login-noas3osamens

MIB: rlaaa.mib

Ucnonbayemble Tabanupl: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.15.{"1login_c default” in DEC, kaxnas OykBa JIOTMHa
oTmesigseTcd OT ciemyomer Touxkom} 1 3\
1.3.6.1.4.1.89.79.15.1.3.15.{"1ogin_c _default” in DEC, xaxzmas OykBa JIOTMHa
oTmesigeTcsa oOT ciemymmer Toukon} i 0\
1.3.6.1.4.1.89.79.15.1.4.15.{"1ogin_c _default” in DEC, kaxnasa OykBa JIOTMHa
oTmesigeTcda oOT ciemynmer Toukon} i 0\
1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin c default” in DEC, kaxpasa OykKBa JIOTMHa
oTmesiseTca OT ciemybomer Touxkon} i 0 \
1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin n default” in DEC, kaxnasa OyKBa JIOTMHAa
oTmesiseTCcsa OT cJyenywomer Toukoin} i 0

Mpumep yaaneHna metono0s asTopU3aumMu ana enable nonb3oBarens

KomaHga CLI:
no aaa authentication login default

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
116 1 3\
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 i 0\
1.3.6.1.4.1.89.79.15.1.4.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 0
\1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.1
08.116 1 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 1 O
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Hacmpolika memodos aemopusayuu 014 enable-nosns3osamens

MIB: rlaaa.mib
Ucnonbayembie Tabnnupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.16.{“enable c default” in DEC, kaxmas OykBa JIOTMHA
oTmesigseTca OT cienywbmei Touxkoit} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.15.1.3.16.{“enable c default” in DEC, kaxmas OykBa JIOTMHA
oTmesigseTca OT cienybmei Toukoit} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.15.1.4.16.{“enable c default” in DEC, kaxmas OykBa JIOTMHA
oTmesigseTca OT cienybmei Touxkoit} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.15.1.10.16.{"enable c default” in DEC, xaxmas OyKBa JIOTMHAa
oTmesyiseTcsa OT cijenypomer Touxkonm} i1 1\
1.3.6.1.4.1.89.79.15.1.10.16.{ enable n default” in DEC, xaxnasa OykBa JIOTMHAa

oTmenseTcs OT cjenymouer Toukon} i 1

Mpumep
Komanga CLI:
aaa authentication enable authorization default tacacs radius enable
KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 i 5 \
1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 i 4 \
1.3.6.1.4.1.89.79.15.1.4.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 i 2 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 i 1 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117
.108.116 i 1
7 101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepesoautrca us ASCII
: V Tabnnupl (pacwndposbisaerca enable_c_default)

YoaneHue Hacmpoliku memodos aemopu3ayuu 0718 enable-nosnv3osamens

MIB: rlaaa.mib

Ucnonb3ayembie Tabnunupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.16.{ enable c default” in DEC, kaxnasa OykKBa JIOTMHa
oTmesiseTca oOT cienywomer Touxkon} 1 {enable(0),radius(0),tacacs(2)} \
1.3.6.1.4.1.89.79.15.1.3.16.{"enable_c default” in DEC, kaxnasa OyKBa JOIMHa
oTmesigeTcsa OT cJienyomer Toukoi} i {enable(0),radius(0),tacacs(2)} \
1.3.6.1.4.1.89.79.15.1.4.16.{"enable c default” in DEC, xaxnaa OykBa JIOT'MHa
oTmesiaeTca oT cienywomer Touxkol} 1 {enable(0),radius(0),tacacs(2)} \
1.3.6.1.4.1.89.79.15.1.10.16.{"enable ¢ default” in DEC, kaxnasa OykKBa JIOTMHa
oTmesigseTcsa OT cienyomer Touxkoi} 1 0 \
1.3.6.1.4.1.89.79.15.1.10.16.{"enable n default” in DEC, xaxnmas OykKBa JIOTMHAa
oTmeyngeTcsa OT cijenywomer Toukomn} i 0
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Mpumep ypaneHna metTonos aBTopusaumm ana enable nonbsosatens

KomaHpga CLI:
no aaa authentication enable default

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1

08.116 1 2 \

1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1

08.116 1 0 \

1.3.6.1.4.1.89.79.15.1.4.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1

08.116 1 O

\N1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117

.108.116 i 0 \

1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117

.108.116 1 0O

12.2 Hacmpolika docmyna

BrarwyeHue telnet-cepsepa

MIB: radlan-telnet-mib.mib

Ucnonbzyemble Tabauubi: riTelnetEnable — 1.3.6.1.4.1.89.58.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.58.7.0 1 {on(1l), off(2)}

Mpumep BKAOUeHUA telnet-cepBepa

KomaHaa CLI:
ip telnet server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.58.7.0 1 1

BkaryeHue ssh cepeepa

MIB: rlssh.mib
Ucnonbayemble Tabanupi: riSshServerEnable — 1.3.6.1.4.1.89.78.2.102

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.78.2.102.0 1 {on(l), off(2)}

Mpumep BKAOUeHUA ssh-cepeepa

KomaHpga CLI:

ip ssh server

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.78.2.102.0 i 1
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[Mpocmomp akmugHbIx ceccull

MIB: rlAAA.mib

Ucnonb3syembie Tabnunupi: rIAAAUserinetName — 1.3.6.1.4.1.89.79.57.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.57.1.5

Mpumep NpocmoTpa aKTUBHbIX CECCUA

KomaHpa CLI:
Show users

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.79.57.1.5
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13 3EPKAIMPOBAHUE NOPTOB

HacmpolKa 3epKanupo8aHusa nopmos

MIB: rfc2613.mib

Ucnonbayemble Tabauupi: portCopyTable — 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex src port}.{ifindex dst port} i
{copyRxOnly (1), copyTxOnly(2), copyBoth(3)} \
1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex src port}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep 3epkanuposaHua Tpaduka c uHTepdeiica GigabitEthernet 1/0/1 Ha untepdeiic GigabitEthernet
1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
port monitor GigabitEthernet 1/0/1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.49.50 1 3 \
1.3.6.1.2.1.16.22.1.3.1.1.5.49.50 1 4

Hacmpolika 3epkanuposaHus vian

MIB: rfc2613.mib

Ucnonbayemble Tabamupi: portCopyTable — 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex vlan}.{ifindex dst port} i
{copyRxOnly (1)} \
1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex vlan}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep HacTpoiikm 3epkanuposaHua vlan 622 Ha untepdelic GigabitEthernet 1/0/2

KomaHga CLI:
interface GigabitEthernet 1/0/2
port monitor vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.100621.50 1 1 \
1.3.6.1.2.1.16.22.1.3.1.1.5.100621.50 1i 4
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14 ®YHKUMU ANATHOCTUKN PUSUYECKOIO YPOBHA

14.1 AuazHocmuka medHoz20 Kabens

3anyck TDR mecma 0a8 nopma

MIB: riphy.mib
Ucnonb3ayemblie Tabnunupli: riPhyTestSetType — 1.3.6.1.4.1.89.90.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.1.1.1.{ifIndex} 1 2

Mpumep 3anycka tdr gna nopta GigabitEthernet 1/0/12

KomaHpa CLI:
test cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.90.1.1.1.1.60 1 2

V | Dna 3anycka Tecta tdr-fast ykasatb napamertp i 25.

YmeHue uHopmMmayuu rno napam npu mecmuposaHuu memooom TDR

MIB: eltPhy.mib

Ucnonb3syembie Tabnuupl: eltPhyTdrTestTable — 1.3.6.1.4.1.35265.1.23.90.1.1

CraTyc 1 (1-2) napsi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.2.{ifIndex}

CraTyc 2 (3-6) napbi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.3.{ifIndex}

CraTyc 3 (4-5) napsi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.4.{ifIndex}

CraTyc 4 (7-8) napsi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.5.{1ifIndex}
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Mpumep npocmoTpa cTatyca napbl 1 Ha nHTepdeiice GigabitEthernet 1/0/12

KomaHpga CLI:
show cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.90.1.1.1.2.60

V BapuaHTbI cTaTycoB nap:

test-failed(0) — ¢usmMyeckas HeucnpaBHoOCTb; nM60 B MOMEHT 3anpoca uaer
AWArHOCTUKA INHUK;

ok(1) — napa B nopsagke;

open(2) — paspbis;

short(3) — KOHTaKTbl Napbl 3aMKHYTbI;

impedance-mismatch(4) — pasHuua B conpotuBneHun (camwkom 6onbluoe
3aTyxaHue B INHUN);

short-with-pair-1(5) — 3ambikaHue mexKay napamu;

short-with-pair-2(6) — 3ambikaHue mexKay napamm;

short-with-pair-3(7) — 3ambikaHue mexKay napamm;

short-with-pair-4(8) — sambikaHue mexKgy napamm.

UsmepeHue OauHbI nap 0718 memooda TDR

MIB: eltPhy.mib
Ucnonbayemble Tabnuupi: eltPhyTdrTestTable — 1.3.6.1.4.1.35265. 1.23.90.1.1

e [nunHa 1 (1-2) napsbi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.6.{ifIndex}

e [lnuHa 2 (3-6) napsi:

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.90.1.1.1.7.{ifIndex}
e [inuHa 3 (4-5) napsi:

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.90.1.1.1.8.{ifIndex}
e [inuHa 4 (7-8) napsi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.9.{ifIndex}
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Mpumep nsmepeHuna aaunHbl napbl 4 ana metoga tdr Ha untepdeiice GigabitEthernet 1/0/12

KomaHpaa CLI:
show cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.90.1.1.1.9.60

M3mepeHue 0auHbl Kabeana memodom, OCHOBAHHOM HA 3aMyXaHUU

MIB: rIphy.mib
Ucnonbsyembie Tabnuupli: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{ifIndex}

Mpumep nsmepeHus ANnHbI Kabensa Ha BCceX aKTUBHbIX noprtax

Komanga CLI:

show cable-diagnostics cable-length

KomaHnaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3

14.2 fluazHocmuKa onmu4yecKko20 mpaHcusepa

CHamue nokasaHuti DDM

MIB: riphy.mib
Ucnonb3syemble Tabnuupl: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{mHmexc noprTa}.{Tun napamerpa}

Mpumep 3anpoca nokasaHuit DDM c untepdeiica TengigabitEthernetl/0/1 (gna Bcex napameTtpos)

KomaHpa CLI:
show fiber-ports optical-transceiver interface TengigabitEthernet0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3.105

(" Tun napamempa moxcem nNpuHUMame ciedyrouue 3Ha4eHus:

rIPhyTestTableTransceiverTemp (5) — Temnepatypa SFP TpaHcuBepa;
rIPhyTestTableTransceiverSupply (6) — HanpsaxKeHMe NUTaHUA B MKB;
rIPhyTestTableTxBias (7) — TOK cmelleHuUsa B MKA;

rIPhyTestTableTxOutput (8) — ypoBeHb MOLLHOCTK Ha Nepeaade B mDbm;
rIPhyTestTableRxOpticalPower (9) — ypoBeHb MmoLWHOCTM Ha Npueme B mDbm.
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[MTpocmomp cepuliHo2o Homepa SFP mpaHcusepa

MIB: eltMes.mib

Ucnonbayemble Tabanupl: eltMesPhdTransceiver — 1.3.6.1.4.1.35265.1.23.53

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.{muHOekc nopra}

Mpumep npocmoTpa cepuitHoro Homepa SFP ¢ wuHTepdeiica GigabitEthernet 1/0/2 (ana scex
napameTpos)

KomaHpa CLI:
show fiber-ports optical-transceiver interface GigabitEthernet 1/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.50

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 77




HELTEX

15 3NEKTPONUTAHUE NO NTUHUAM ETHERNET (POE)

Mpocmomp nompebasemoli/HoMuHanbHoU MowHocmu PoE

MIB: rfc3621.mib

Ucnonb3ayemble Tabnunupl: pethMainPseEntry — 1.3.6.1.2.1.105.1.3.1.1
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.2.1.105.1.3.1.1.{nominal(2), consumed(4)}.{unit}

Mpumep npocmoTpa NnoTpebasaemont MOLLLHOCTU

KomaHaa CLI:

show power inline

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.3.1.1.4.1

[lpocmomp noKasaHul memnepamypHo20 0amyuka PoE

MIB: rIPoe.mib

Ucnonb3zyemble Tabauubl: rlPethPowerPseTemperatureSensor — 1.3.6.1.4.1.89.108.3.1.6
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.108.3.1.6.{unit}

Mpumep NpocMmoTpa NOKasaHUI1 TeMnepaTypHOro AaTunKa

Komanpa CLI:

show power inline

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.3.1.6.1

[Mpocmomp aumuma mouwHocmu Ha uHmepaetice PoE

MIB: rlPoe.mib

Ucnonb3syembie Tabnunupl: ripethPsePortOperPowerlLimit — 1.3.6.1.4.1.89.108.1.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.9.{unit}.{ifindex}

Mpumep npocmoTpa AMMUTa MOLLHOCTM Ha UHTepdeiice GigabitEthernet1/0/2

Komanpga CLI:
show power inline GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.9.1.50
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[pocmomp 3Ha4YeHUA MowHocmu Ha uHmepgelice PoE

MIB: rfc3621.mib

Ucnonbayemble Tabnuupi: pethPsePortActualPower — 1.3.6.1.2.1.105.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.15.{unit}.{ifindex}

Mpumep NpocmoTpa 3HaUYEHNA MOLLHOCTU Ha MHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.15.1.50

lpocmomp 3Ha4YeHUAa moKa Ha uHmepgelice POE

MIB: rlPoe.mib

Ucnonbayemble Tabauupi: ripethPsePortOutputCurrent — 1.3.6.1.4.1.89.108.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.4.{unit}.{ifindex}

Mpumep npocmoTpa 3HaYEHUA TOKa Ha HTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show power inline GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.4.1.50

lMpocMmomp 3HaYeHUA HanpaxceHuUa Ha uHmepgelice PoE

MIB: rlPoe.mib

Ucnonbsyemble Tabauupi: ripethPsePortOutputVoltage — 1.3.6.1.4.1.89.108.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.3.{unit}.{ifindex}

Mpumep NnpocmoTpa 3HauYeHUA HanpaXXeHua Ha nHtepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show power inline GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.3.1.50
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OmeknroveHue Power over Ethernet Ha nopme

MIB: rfc3621.mib

Ucnonb3ayembie Tabnuupl: pethPsePortAdminEnable — 1.3.6.1.2.1.105.1.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.3.{unit}.{ifindex} 1 {auto(l), never(2)}

Mpumep otknoyeHna PoE Ha nopte GigabitEthernetl/0/2

KomaHpa CLI:
interface GigabitEthernetl/0/2
power inline never

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.3.1.50 1 2
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16 PYHKLUMUN OBECNEYEHUA BE3ONACHOCTU

16.1 ®yHkyuu obecnevyeHus 3auumsi NOPMos

OzpaHuyeHue Koaudecmsaa MAC-adpecos, usydaembix Ha Ethernet-nopmax

MIB: rlinterfaces.mib

Ucnonbayemble Tabnanupi: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38.{ifIndex} i {max mac addresses}

Mpumep orpaHnuenuns 8 20 MAC-agpecos Ha nopt GigabitEthernet 1/0/2

KomaHpga CLI:
interface GigabitEthernetl/0/2
port security max 20

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38.50 1 20

BkaroyeHue port security

MIB: rlinterfaces.mib

Ucnonb3zyemble Tabanybl: swifPortLocklfRangeTable — 1.3.6.1.4.1.89.43.6

v2c -c <community> <IP address> \

4.1.89.43.6.1.3.1 1 {locked(1l), unlocked(2)} \

4.1.89.43.6.1.4.1 1 {discard(l), forwardNormal (2), discardDisable (3),
Hal [IaKeToM, He MOoNaBliMM [OI NpaBuila port security} \
4.1.89.43.6.1.5.1 i {true(l), false(2). Ius oTnpaBKu TpamnoB} \
4.1.89.43.6.1.6.1 i {uacToTa oTnpaBKM Tpamnor (cek)} \
4.1.89.43.6.1.2.1 x {ifindex B BMIOEe OMUTOBOM MAaACKM}

Mpumep HacTpoiikm port security ana nnrepdeiicos GigabitEthernet 1/0/1-2

KomaHga CLI:
interface range GigabitEthernet 1/0/1-2
port security discard trap 30

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.43.6.1.3.1 1 1 \

1.3.6.1.4.1.89.43.6.1.4.1 1 1 \

1.3.6.1.4.1.89.43.6.1.5.1 1 1 \

1.3.6.1.4.1.89.43.6.1.6.1 1 30 \

1.3.6.1.4.1.89.43.6.1.2.1 x "000000000O0OOCQCO"

MeToguka pacuyeta 6uTOBOM MacKu npusBegeHa B paspgene «lMpunoxeHue A.
V MeToauka pacyeta 6UTOBOIA MacKun».
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YcmaHoska pexcuma pabomel port security

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnuupl: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.37.{ifIndex} i {disabled(l), dynamic(2), secure-
permanent (3), secure-delete-on-reset (4)}

Mpumep HACTPOMKM peXMma OrpaHMYEHMA MO KONMYEeCTBY u3yvyeHHbIX MAC-agpecoB Ha noprte
GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
port security mode max-addresses

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.37.50 i 2

[pocmomp cmamyca port security

MIB: rlinterfaces.mib

Ucnonb3syemble Tabauubi: swifLockAdminStatus — 1.3.6.1.4.1.89.43.1.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.8

Mpumep npocmoTpa cTaTyca port security

KomaHpa CLI:
show ports security

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.8

lpocmomp muna port security

MIB: rlinterfaces.mib

Ucnonbsyemble Tabnuubi: swifAdminLockAction — 1.3.6.1.4.1.89.43.1.1.20

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.20

Mpumep npocmoTpa TMNA port security

Komanpga CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.20
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[Mpocmomp MaKCUMasnb6HO 3a0aHHO20 Koau4ecmea MAC-adpecos, u3y4aemsix Ha Ethernet
nopmax

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifLockMaxMacAddresses — 1.3.6.1.4.1.89.43.1.1.38

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38

Mpumep npocmoTpa MaKCMMaNbHO 3aAaHHoro Konuuvecrsa MAC apgpecos, usyyaembix Ha Ethernet-
noprax

KomaHpa CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38

[lepesod nopma 8 pexcum U30aayuuU U 8Hympu 2pynel 1opmos

MIB: rlprotectedport.mib

Ucnonbayemble Tabauupi: riProtectedPortsTable — 1.3.6.1.4.1.89.132.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.132.1.1.1.{Ifindex} i {not-protected(l), protected(2)}

Mpumep HacTpoMKK n3onaumnmn Ha noptax GigabitEthernet 1/0/1 v GigabitEthernet 1/0/2

KomaHpga CLI:
interface range GigabitEthernet 1/0/1-2
switchport protected-port

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.132.1.1.1.49 i 2 \
1.3.6.1.4.1.89.132.1.1.1.50 1 2

Hacmpolika omnpasku mpaguka Ha uplink-port

MIB: RADLAN-vlan-MIB

Ucnonbayemble Tabanupi: vlianPrivateEdgeStatus — 1.3.6.1.4.1.89.48.37.1.2
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.37.1.1.{Ifindex} 1 {ifindex} \
1.3.6.1.4.1.89.48.37.1.2.{Ifindex} i {createandGo (4),destroy(6)}

Mpumep

KomaHpa CLI:
interface GigabitEthernet 1/0/6
switchport protected GigabitEthernet 1/0/8

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.37.1.1.54 1 56 \
1.3.6.1.4.1.89.48.37.1.2.54 1 4
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Co30aHue cmamuyeckol npusasku 8 MAC-mabauye

MIB: Q-BRIDGE-MIB

Ucnonb3ayembie Tabnnupl: dotlqgStaticUnicastTable — 1.3.6.1.2.1.17.7.1.3.1

snmpset -v2c -c <community> -t 20 -r 0 <IP address> \

1.3.6.1.2.1.17.7.1.3.1.1.4.{v1lan id}.{mac address (DEC). Bamurel MAC-azmpeca
pasnensawonrcsa Toukamu}.{ifIndex} 1 {other(l), invalid(2), permanent(3),
deleteOnReset (4), deleteOnTimeout (5) }

Mpumep npusaskn MAC-agpeca 00:22:68:7d:0f:3f B vlan 622 Kk uHtepdelicy Gigabitethernetl/0/2 s
pexxume secure (Mo gedonty ucnonbsyerca pexkum permanent)

KomaHaa CLI:
mac address-table static 00:22:68:7d:0f:3f vlan 622 interface
gigabitethernetl/0/2 secure

KomaHaa SNMP:
snmpset -v2c -c private -t 20 -r 0 192.168.1.30 \
1.3.6.1.2.1.17.7.1.3.1.1.4.622.0.34.104.125.15.63.50 i 1

[pocmomp MAC-mabauubi

MIB: Q-BRIDGE-MIB

Ucnonb3zyemble Tabauubi: dotlqTpFdbTable — 1.3.6.1.2.1.17.7.1.2.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2

Mpumep

Komanga CLI:
show mac address-table

Komanaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2

Co30aHUe cmamu4yecKol Npusa3Ku 8 arp-mabauye

MIB: RFC1213-MIB

Ucnonb3syembie Tabnuupl: ipNetToMediaTable — 1.3.6.1.2.1.4.22

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{v1lan id}.{IP address} x {,MAC address“} \
1.3.6.1.2.1.4.22.1.3.{vlan id}.{IP address} a {IP address} \
1.3.6.1.2.1.4.22.1.4.{v1lan id}.{IP address} 1 4

Mpumep npmsasKku ip 192.168.1.21 n MAC aa:bb:cc:dd:ee:ff k vlan 1

KomaHpa CLI:
arp 192.168.1.21 aa:bb:cc:dd:ee:ff vlan 1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2.100000.192.168.1.21 x "aabbccddeeff" \
.2.1.4.22.1.3.100000.192.168.1.21 a 192.168.1.21 \

1.3.6.1
1.3.6.1.2.1.4.22.1.4.100000.192.168.1.21 1 4
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1. Ana yaaneHusa npmuBA3KK Heobxoammo B none 1.3.6.1.2.1.4.22.1.4 npuceouTb
V 3HaueHue 2.

2. IP-appec ycTpoiictea u IP-agpec co3aaBaemMoii CTaTMYeCKOoi 3anucK B arp-tabauue
AOJIXHbI HAXOAUTLCA B O4HOM NOACETH.

Mpocmomp arp-mabauybl

MIB: RFC1213-MIB.mib, Q-BRIDGE-MIB.mib

Ucnonb3yemble Tabauubl: pNetToMediaPhysAddress — 1.3.6.1.2.1.4.22.1.2, dotlqTpFdbEntry —
1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{(2) ip address, (3)MAC address}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1

Mpumep npocmoTpa arp-Tabauubi

KomaHpga CLI:

show arp

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1

V 1. 3HaueHue Tabanubl pNetToMediaPhysAddress otobparkaet IP-agpec u MAC-aapec
vlan

2. 3HaueHne Tabauubl  dotlqTpFdbEntry —  oTo6bpakaer cratyc u
MAaeHTMPUKaLMUOHHDbI HOMep NopPTa, C KOTOPOro AOCTYMHO YCTPOMUCTBO

16.2 Konmponab npomokona DHCP u onyus 82

BkroyeHue/sbikatoyeHue DHCP cepsepa Ha Kommymamope

MIB: rldhcp.mib

Ucnonbayemble Tabauupi: riDhcpRelayinterfacelistTable — 1.3.6.1.4.1.89.38.29

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.30.0 i {true(l), false(2)}

Mpumep srknoueHnna DHCP cepsepa Ha KommyTaTope

KomaHga CLI:
ip dhcp server

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.30.0 1 1
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Mpocmomp 3anuceli mabauysl dhcp snooping

MIB: rIBridgeSecurity.mib

Ucnonb3syemble Tabauubi: rlipDhcpSnoopEntry — 1.3.6.1.4.1.89.112.1.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.11.1

Mpumep npocmotpa Tabaunubl dhcp snooping

KomaHpa CLI:
Show ip dhcp snooping binding

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.11.1

BrntoyeHue/sovikntoyeHue dhcp snooping 2n06asa6HO

MIB: rlbridge-security.mib
Ucnonb3syembie Tabnunupl: rlipDhcpSnoopEnable — 1.3.6.1.4.1.89.112.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.2.0 1 {enable(l), disable(2)}

Mpumep rnobanbHoro BkAoueHua dhcp snooping

KomaHpa CLI:
ip dhcp snooping

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.2.0 1 1

BkntoueHue/sbikntovyeHue dhep snooping so vlan

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnuupl: rlipDhcpSnoopEnableVianTable — 1.3.6.1.4.1.89.112.1.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.12.1.2.{v1lan id} i {createAndGo(4), destroy(6)}

Mpumep BrkaoueHusa dhcp snooping B vlian 622

KomaHpa CLI:
ip dhcp snooping vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.12.1.2.622 1 4
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Hacmpolika ip DHCP information option

MIB: rlbridgesecurity.mib

Ucnonbayemble Tabauupi: rlipDhcpOpt82InsertionEnable — 1.3.6.1.4.1.89.112.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.8.0 1 {enable(l), disable(2)}

Mpumep

KomaHpa CLI:
ip dhcp information option

KomaHga SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.8.0 1 1

Hacmpolika dosepeHHoz20 nopma dhcp

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipDhcpSnoopTrustedPortTable — 1.3.6.1.4.1.89.112.1.13

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.112.1.13.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoKu gosepeHHoro nHtepdeiica GigabitEthernet 1/0/2

KomaHpga CLI:
interface GigabitEthernet 1/0/2
ip dhcp snooping trust

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.13.1.2.50 1 4

Hacmpolika DHCP relay 8 vlan

MIB: rldhcp.mib

Ucnonb3yembie Tabnunubi:

rIDhcpRelayinterfacelListVlanld1To1024 — 1.3.6.1.4.1.89.38.29.1.3
rIDhcpRelayinterfacelListVlanld1025T02048 — 1.3.6.1.4.1.89.38.29.1.4
rIDhcpRelayInterfacelListVlanld2049To03072 — 1.3.6.1.4.1.89.38.29.1.5
rIDhcpRelayinterfacelListVlanld3073To4094 — 1.3.6.1.4.1.89.38.29.1.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.29.1.3.1 x {BuroBas Macka}

Mpumep HacTpoiiku ip DHCP relay enable Ha vlan 1

KomaHpa CLI:
Interface vlan 1
Ip dhcp relay enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.3.1 x 800000000000
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MNpumep HacTpoiiku ip DHCP relay enable Ha 1026 vlan

KomaHpaa CLI:
Interface vlan 1026
Ip dhcp relay enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.4.1 x 400000000000

V » NMpumep pacueTa 6UTOBOI MaCKM MOXKHO NOCMOTPeTb B pasaene «MpunoxeHue A.
- MeTtoauKa pacueTta 6UTOBOM MaCKu».

16.3 3awuma IP-adpeca knueHma (IP-source Guard)

BK/HO‘—IEHUE/BbIKﬂ.‘O‘-IGHU@ ip source quard 2106as6HO

MIB: rlbridge-security.mib

Ucnonb3zyemble Tabauubi: rlipSourceGuardEnable — 1.3.6.1.4.1.89.112.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.2.0 i {enable(l), disable(2)}

Mpumep rnobanbHOro BKAOUYEHUA ip source guard

Komanga CLI:
ip source guard

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.2.0 1 1

Co3daHue cmamu4yecKkol NpusasKu ip source quard

MIB: rlbridge-security.mib
Ucnonb3syemble Tabnuupl: rlipDhcpSnoopStaticTable — 1.3.6.1.4.1.89.112.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.10.1.3.{vlan id}.{MAC in DEC. Kaxmemt OamnT MAC-azmpeca
oTmesiseTcsa OT HOpemlHaymero Toukoi} a {ip address (DEC)} \
1.3.6.1.4.1.89.112.1.10.1.4.{vlan id}.{MAC in DEC. Kaxment OaiT MAC-anmpeca
orTmesiseTcsa OT npensnymero Toukoi} i {ifIndex} \
1.3.6.1.4.1.89.112.1.10.1.5.{vlan id}.{MAC in DEC. Kaxmemt OanT MAC-anmpeca
oTHmensgeTCcs OT MNpemsnymero Toukou} 1 {createAndGo (4), destroy(6)}
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Npumep npuBaAskn MAC apgpeca 00:11:22:33:44:55 Kk IP 192.168.1.34, vlan 622, wuHtepdeicy
GigabitEthernet 1/0/9

KomaHpga CLI:
ip source-guard binding 00:11:22:33:44:55 622 192.168.1.34 GigabitEthernet 1/0/9

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.10.1.3.622.0.17.34.51.68.85 a 192.168.1.34 \
1.3.6.1.4.1.89.112.1.10.1.4.622.0.17.34.51.68.85 i 57 \
1.3.6.1.4.1.89.112.1.10.1.5.622.0.17.34.51.68.85 1 4

BKﬂiO‘*leHUE/GbIKfHO‘*leHue ip source quard Ha nopme

MIB: rlbridge-security.mib
Ucnonbayemble Tabnuupi: rlipSourceGuardPortTable — 1.3.6.1.4.1.89.112.2.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.5.1.2.<ifIndex> i {createAndGo(4), destroy(6)}

Mpumep BKAoUeHUA ip source guard Ha nHtepdeliice GigabitEthernet 1/0/9

KomaHpa CLI:
interface GigabitEthernet 1/0/9
ip source-guard

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.5.1.2.57 1 4

BKﬂI-O"lEHue/BbIKﬂI-OLleHUE ip source quard 8o vlan

MIB: eltBridgeSecurity.mib

Ucnonbsyemble Tabnauubi: eltlpSourceGuardPortTable — 1.3.6.1.4.1.35265.1.23.112.8.1,
1.3.6.1.4.1.35265.1.23.112.8.1.1.1 — vlan1-1024, 1.3.6.1.4.1.35265.1.23.112.8.1.1.2 — vlan1025-2048,
1.3.6.1.4.1.35265.1.23.112.8.1.1.3 — vlan2049-3072, 1.3.6.1.4.1.35265.1.23.112.8.1.1.4 — vlan3073-4094

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.112.8.1.1.1.<ifindex> x {BurToBasg mMacka}

Mpumep BKAOUeHMA ip source guard Ha nHtepdeiice GigabitEthernet 1/0/1 Bo Vlan 2

KomaHpga CLI:
interface GigabitEthernet 1/0/9
ip source-guard vlan 2

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.1.23.112.8.1.1.1.49 x
"400000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000™
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16.4 KoHmponb npomokona ARP (ARP Inspection)

BrntoyeHue/8bikatoyeHue arp inspection 2106as16HO

MIB: rlbridge-security.mib

Ucnonb3ayemble Tabnunupl: rlipArplnspectEnable — 1.3.6.1.4.1.89.112.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.2.0 i {enable(l), disable (2)}

Mpumep rnobanbHOro BKAKOYEHUA arp inspection

KomaHpa CLI:
ip arp inspection

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.2.0 1 1

BkritoyeHue/8biKao4YeHue arp inspection o vilan

MIB: rlbridge-security.mib

Ucnonb3syembie Tabnunupl: rlipArplnspectEnableVlanTable — 1.3.6.1.4.1.89.112.3.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.3.{vlan id} i {createAndGo(4), destroy(6)}

Mpumep BKAOUYEHUA arp inspection B vlan 622

KomaHpa CLI:

ip arp inspection vlan 622

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.3.622 i 4

Hacmpolika dosepeHHo20 nopma arp inspection

MIB: rlbridge-security.mib

Ucnonb3syemble Tabnunupl: rlipArplnspectTrustedPortRowStatus — 1.3.6.1.4.1.89.112.3.7.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.7.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTPoiikn gosepeHHOro nHTepdeiica GigabitEthernet 1/0/2

Komanpga CLI:
interface GigabitEthernet 1/0/2
ip arp inspection trust

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.7.1.2.50 1 4
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lpusAsKa ip arp inspection list K vlian

MIB: rlbridge-security.mib
Ucnonbayemble Tabamupi: rlipArpinspectAssignedListName — 1.3.6.1.4.1.89.112.3.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.2.{vlan id} s {list name}

Mpumep NpuBA3KK IUCTa € UMeHeM test K vlan 622

KomaHpa CLI:
ip arp inspection list assign 100 test

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.2.622 s test

16.5 lMpoeepKka nodauHHOCMU KaueHmMa Ha ocHose nopma (802.1x)

BraroyeHue aymeHimugukayuu 802.1X Ha Kommymamope

MIB: dot1xPaeSystem.mib

Ucnonbayemble Tabanybl: dotlxPaeSystemAuthControl — 1.0.8802.1.1.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.1.0 i {enabled(l), disabled(2)}

Mpumep BrAoveHUA 802.1x

KomaHaa CLI:
dotlx system-auth-control

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.1.0 1 1

BkrtoyeHue rnepuoduyeckol nosmopHol nposepKu nodsauHHocmu (nepeaymeHmugukayuu)
KaueHma

MIB: draft-ietf-bridge-8021x.mib

Ucnonbayemble Tabamnubl: dot1xAuthReAuthEnabled — 1.0.8802.1.1.1.1.2.1.1.13

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.{ifIndex} i {true(l), false(2)}

Mpumep BKAIOYEHUA NEPUMOAMUYECKON MNOBTOPHOM NPOBEPKU MOANMHHOCTA KAMEHTa Ha uHTepdeiice
Gigabitethernet 1/0/2

KomaHpa CLI:
interface gigabitethernet 1/0/2
dotlx reauthentication

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
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‘1.0.8802.1.1.1.1.2.1.1.13.50 i1

YcmaHosKa nepuoda mexcdy nosmopHbIMU posepKamu nodauHHoCmMu

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3ayembie Tabnnupl: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.12

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.12.{ifIndex} u {size 300-4294967295}

Mpumep yctaHoBKM nepuoga B 300 ceK MeXKAy MNOBTOPHbIMM MNpoBepKamu Ha UHTepdeiice
Gigabitethernet 1/0/2

KomaHaa CLI:
interface gigabitethernet 1/0/2
dotlx timeout reauth-period 300

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.12.50 u 300

Hacmpolika pexcumos aymeHmugukayuu 802.1X Ha uHmepgelice

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3zyemble Tabauubi: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.6

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifIndex} 1 {force-Unauthorized(l), auto(2), force-
Authorized(3) }

Mpumep HacTpoiikn ayTeHTUGUKaumum 802.1X B pexkume auto Ha uHtepdeiice Gigabitethernet 1/0/2

KomaHpa CLI:
interface gigabitethernet 1/0/2
dotlx port-control auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.50 i 2

BKaroyeHuUe aymeHmuguKkayuu, ocHosaHHol Ha MAC-adpecax nose3osameneli

MIB: radlan-dotlx-mib.mib

Ucnonb3ayembie Tabnunupl: rldotlxAuthenticationPortTable — 1.3.6.1.4.1.89.95.10.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.95.10.1.1.{ifIndex} i {destroy (1), mac-and-802.1x(2), mac-
only(3)}

Mpumep BKAOYEHUA ayTeHTUPUKAUUKM, OCHOBAHHON TONbKO Ha MAC-agpecax Ha wuHTepdeiice
GigabitEthernet 1/0/3

Komanpga CLI:
interface gigabitethernet 1/0/3
dotlx authentication mac
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KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.95.10.1.1.51 1 3

PaspeweHue Haau4us OaHOZO/HeCKOﬂbKUX KAUueHmMog Ha asmopu3osaHHom nopme 802.1X

MIB: rlinterfaces.mib

Ucnonbayemble Tabanupi: swifTable — 1.3.6.1.4.1.89.43.1.1.30

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.30.{ifIndex} i {single(l), none(2), multi-sessions(3)}

Mpumep paspelleHnsa HaIMUMA HECKOJIbKUX KNMEHTOB Ha uHTepdeiice Gigabitethernet 1/0/3

KomaHpa CLI:

interface Gigabitethernet 1/0/3

dotlx host-mode multi-sessions

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.30.51 1 3

BKrroyeHue 00Ho20 uau 08yx Memodos8 nNposepKU nodsauHHOCMU, aemopu3ayuu u yyema (AAA)
014 UCnosab308aHUA HAO UHMepgeticax IEEE 802.1x

MIB: rlaaa.mib

Ucnonbayemble Tabauupi: rIAAAEapMethodListTable — 1.3.6.1.4.1.89.97.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.97.1.1.1.7.{%default” in DEC, kaxzmasg OykBa oTIeJgdeTCsd OT
cremgypomer Toukon} s {authentication list} \1.3.6.1.4.1.89.97.1.1.2.7.{%default”
in DEC, kaxmasa OykBa oTHeysgeTcs OT cJjenywomey Touxkor} i {Deny(0), radius(l),
none (2)} \

1.3.6.1.4.1.89.97.1.1.3.7.{%default” in DEC, xaximasa OyKBa OTIEJIS€TCS OT
crnenywomet Toukoit} i {Deny(0), radius(l), none(2)} \
1.3.6.1.4.1.89.97.1.1.7.7.{“default” in DEC, kxaxmas OyKBa OTIeJIIeTCsa OT
cienympmern Touxkomn} i 1

Mpumep BKkAoueHUn cnucka RADIUS-cepBepoB ana ayteHTUPUKauum nonb3oBartens

KomaHpga CLI:
aaa authentication dotlx default radius none

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.97.1.1.1.7.100.101.102.97.117.108.116 s default \
1.3.6.1.4.1.89.97.1.1.2.7.100.101.102.97.117.108.116 1 1 \
1.3.6.1.4.1.89.97.1.1.3.7.100.101.102.97.117.108.116 i 2 \
1.3.6.1.4.1.89.97.1.1.7.7.100.101.102.97.117.108.116 i 1
1) Ana Toro, uTo6bl BEPHYTLCA K HACTPOIKam No yMO/IYaHUIO, A0CTaTOYHO 3HAYEHUA
V nomeHATb Ha Deny(0).

2) Default nepesoauTtca us ASCll B HEX ¢ nomoLubio Tabaunubl, KOTOPYIO MOXKHO HAUTH
no ccoinke https://ru.wikipedia.org/wiki/ASCII
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JlobasseHue YyKa3aHH020 cepsepd 8 CUCOK ucnosab3zyemoix RADIUS cepsepos

MIB: rlaaa.mib
Ucnonbayembie Tabnunupli: riIRadiusServerlinetTable — 1.3.6.1.4.1.89.80.8

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.80.8.1.2.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} x "{ip adress (HEX)}" \

1.3.6.1.4.1.89.80.8.1.1.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} i {ipv4(l), ipv6(2), ipv4z(3)} \

1.3.6.1.4.1.89.80.8.1.3.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1812} \

1.3.6.1.4.1.89.80.8.1.4.1.4.{ip address(DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1813} \

1.3.6.1.4.1.89.80.8.1.9.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} s "#{encoding key}" \

1.3.6.1.4.1.89.80.8.1.13.1.4.{1ip address (DEC) }.{default UDP port 1812}.{default
UDP port 1813} 1 {createAndGo(4), destroy(6)}

Mpumep

Komanga CLI:
radius-server host 192.168.1.10 encrypted key da90833f59be

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.80.8.1.2.1.4.192.168.1.10.1812.1813 x "c0a8010a" \
1.3.6.1.4.1.89.80.8.1.1.1.4.192.168.1.10.1812.1813 1 1 \
1.3.6.1.4.1.89.80.8.1.3.1.4.192.168.1.10.1812.1813 i 1812 \
1.3.6.1.4.1.89.80.8.1.4.1.4.192.168.1.10.1812.1813 i 1813 \
1.3.6.1.4.1.89.80.8.1.9.1.4.192.168.1.10.1812.1813 s "#da90833f59%be™ \
1.3.6.1.4.1.89.80.8.1.13.1.4.192.168.1.10.1812.1813 1 4

16.6 MexaHu3m obHapyxceHua nemens (loopback-detection)

[nobanbHoe sknayeHue loopback-detection

MIB: rllbd.mib

Ucnonb3ayembie Tabnunupli: riLbdEnable — 1.3.6.1.4.1.89.127.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.127.1.0 i { true(l), false(2) }

Mpumep rnobanbHoro sKkAoueHus loopback-detection

KomaHpa CLI:
loopback-detection enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.1.0 1 1

N3meHeHUe uHmepsana loopback-detection

MIB: rllbd.mib

Mcnonb3ayembie Tabnuupl: riLbdDetectioninterval — 1.3.6.1.4.1.89.127.2
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snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.2.0 I { seconds 1-60 }

MNpumep nameHeHusa uHtepsana loopback-¢ppeiimos Ha 23 ceKyHAbI

KomaHpa CLI:
loopback-detection interval 23

KomaHpa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.2.0 1 23

UsmeHeHue pexuma pabomel loopback-detection:

MIB: rllbd.mib

Ucnonbayemble Tabamupi: rilbdMode — 1.3.6.1.4.1.89.127.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.3.0 1 {source-mac-addr(1l),base-mac-addr (2), multicast-mac-
addr (3) ,broadcast-mac-addr (4) }

Mpumep nameHeHus pexkmma pabotbl loopback-detection Ha source-mac-addr

KomaHpa CLI:

loopback-detection mode src-mac-addr

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.3.0 1 1

BknroyeHue/omknioveHue loopback-detection Ha uHmepgelicax

MIB: rllbd.mib

Ucnonbayemble Tabauubl: riLbdPortAdminStatus — 1.3.6.1.4.1.89.127.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.1.{ifindex} 1 { enable(l), disable(2)}

Mpumep BraoueHus loopback-detection Ha uHTepdeiice TengigabitEthernet1/0/2

KomaHga CLI:
interface TengigabitEthernetl/0/2
loopback-detection enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.1.106 1 1

Mpocmomp paboyezo cocmogaHuda loopback-detection Ha uHmepdagelice

MIB: rllbd.mib

Ucnonbayemble Tabanupi: riLbdPortOperStatus — 1.3.6.1.4.1.89.127.4.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.2.{ifindex}

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 95




HELTEX

Mpumep npocmoTtpa coctoaHua loopback-detection Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpaa CLI:
show loopback-detection GigabitEthernetl1/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.2.50

/ Mpu ncnonb3oBaHUM ShMP KOMaHAbI:

1 — cocroAHue inactive,
2 — cocTtosHue active,
3 — loopdetected.

[Mpocmomp 3a6s0KuposaHHbix VLAN 8 pexcume vian-based

MIB: rllbd.mib

Ucnonb3syembie Tabnuupl: eltMesLdb — 1.3.6.1.4.1.35265.1.23.127

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.127.4.1.3.{ifindex}.{vlan}

Mpumep npocmoTpa coctoaHua vlan 2 Ha nopTe GigabitEthernet1/0/2

KomaHpa CLI:
show loopback-detection GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.127.4.1.3.50.2

7 Bo3mo»KHble COCTOAHUA:
1 — active,
2 — blocked

16.7 KoHmponb wupoKoeew,amenbHo20 wmopma (storm-control)

Hacmpolika storm-control Ha uHmepaelice

MIB: RADLAN-MIB

Ucnonb3syembie Tabnunupl: rIStormCtrl — 1.3.6.1.4.1.89.77

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifindex}.{broadcast(l),multicastRegistred(2),multicas
tUnregistred(3), multicastAll (4), unknownUnicast(5)} u {rate} \
1.3.6.1.4.1.89.77.12.1.3.{ifindex}.{broadcast(l),multicastRegistred

(2) ,multicastUnregistred(3),multicastAll (4),unknownUnicast(5)} I
kiloBitsPerSecond(l),precentaged(2)} \
1.3.6.1.4.1.89.77.12.1.4.{ifindex}.{broadcast(l),multicastRegistred

(2) ,multicastUnregistred(3), multicastAll (4), unknownUnicast(5)} i

{none (1), trap(2),shutdown (3), trapAndShutdown (4) }
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Mpumep BKAlOUeHUA storm-control ana broadcast-tpaduka Ha uHTepdeiice GigabitEthernet1/0/1

KomaHpga CLI:
interface GigabitEthernetl1/0/1
storm-control broadcast kbps 10000 trap shutdown

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.3.49.1 1 1 \
1.3.6.1.4.1.89.77.12.1.2.49.1 u 1000 \
1.3.6.1.4.1.89.77.12.1.4.49.1 1 4

Mpumep oTKnoueHus storm-control gna broadcast-tpadpuka Ha nHtepdelice GigabitEthernetl/0/1

KomaHpga CLI:
interface GigabitEthernetl/0/1
no storm-control broadcast

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.49.1 u O

Bkoyume/8bikaro4ums storm-control 018 unknown unicast mpaguka

MIB: radlan-stormctrl.mib

Ucnonbayemble Tabauupi: riIStormCtriRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c <community> <IP address> \
1i5s0.3.6.1.4.1.89.77.12.1.2.{ifIndex}.5 u {Kbps, orxyounrs (0) }

Mpumep BKIIOUYEHUA KOHTPONSA HEU3BECTHOro ogHoagpecHoro Tpadpuka Ao 50 kK6ut/c

KomaHpga CLI:
interface GigabitEthernetl/0/2
storm-control unicast Kbps 50

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.50.5 u 50
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17 KOH®PUTYPUPOBAHME IP U MAC ACL (CMUCKU KOHTPOA AOCTYNA)

Co3zdaHue mac access-list

MIB: gosclimib.mib

Ucnonb3ayemble Tabnuupl: rlQosAclTable — 1.3.6.1.4.1.89.88.7

n et -v2c -c <community> <IP address> \

P 2

1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip
1.

(2) 1\
89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy (6

w w w =]

t
1.
1.
1.

e
m oxc\m

4.
4. 2)
4. )}

Mpumep co3panHmna MAC ACL c uupgekcom 207

KomaHaa CLI:
mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.207 i 1 \
1.3.6.1.4.1.89.88.7.1.4.207 1 4

Co30daHue ip access-list (ACL)

MIB: gosclimib.mib

Ucnonb3zyemble Tabauubi: rlQosAciTable — 1.3.6.1.4.1.89.88.7

-v2c -c <community> <IP address> \
.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip (2
.4.1.89.88.7.1.4.{index-of-acl} 1 {createAndGo(4), destroy(6)

)b oA
}

Mpumep co3panua IP ACL ¢ uHaekcom 107

Komanpga CLI:
ip access-list extended 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1 3.6. 1 4.,1.89.88.7.1.2.107 s "7-ip" \
.3.6.1.4.1.89.88.7.1.3.107 1 2 \
.3.6.1.4.1.89.88.7.1.4.107 1 4

V Mpumep HanonHeHua ACL npasunamum noapobHO paccmoTpeH B pasgene
«Mpunoxenue b: NMpumep cosganHuna tTunosoro IP ACL».
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[Tpusaska IP unu MAC ACL K nopmy

MIB: gosclimib.mib

Ucnonbayemble Tabnamupl: rlQosifAclin — 1.3.6.1.4.1.89.88.13.1.14, rlQoslfPolicyMapStatus —
1.3.6.1.4.1.89.88.13.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{ifIndex}.2 i {Index-of-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 1 1

Mpumep: Ha3Hayaem npasuno ¢ uHaekcom 107 (HassaHue ACL 7-ip) Ha nopTt GigabitEthernet 1/0/2

KomaHpga CLI:
interface GigabitEthernet 1/0/2
service-acl input 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.50.2 1 1

V Ana yaanenuna ACL ¢ nopTta gocratouHo nHaekc ACL 3ameHuTb Ha 0.
snmpset -c -v2c private 192.168.1.301.3.6.1.4.1.89.88.13.1.14.50.2 1 0
1.3.6.1.4.1.89.88.13.1.13.50.2i 1

[MpussaszKka IP u MAC ACL K nopmy

MIB: gosclimib.mib

Ucnonbzyemble Tabamubl: rlQosifAclin — 1.3.6.1.4.1.89.88.13.1.14, rlQoslflpv6Aclin —
1.3.6.1.4.1.89.88.13.1.201.3.6.1.4.1.89.88.13.1.20, rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{Ifindex}.2 i {Index-of-mac-acl} \
1.3.6.1.4.1.89.88.13.1.20.{Ifindex}.2 i {Index-of-ip-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 1 1

MNpumep: Ha3HaYaem nNpaBuno ¢ MHAeKkcom 107 u 207 (HasBaHue ACL 7-ip gna IP ACL n 7-mac ana MAC
ACL) Ha nopt GigabitEthernet 1/0/2 (Ifindex 50)

KomaHpga CLI:
interface GigabitEthernet 1/0/2
service-acl input 7-mac 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.13.1.14.50.2 1 207 \
.3.6.1.4.1.89.88.13.1.20.50.2 i 107 \

1.3.6.1.4.1.89.88.13.1.13.50.2 1 1

V Ona ypaneHna ACL c nopta aocratouHo uHaekc IP u MAC ACL 3ameHuTb Ha 0.

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2i 0 \
1.3.6.1.4.1.89.88.13.1.20.50.2i 0 \
1.3.6.1.4.1.89.88.13.1.13.50.2 i1
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Co30aHue policy-map u npusaska K Hemy ACL

MIB: gosclimib.mib

Ucnonb3ayembie Tabnunupl: rlQosClassMapTable — 1.3.6.1.4.1.89.88.9, rlQosPolicyMapTable —
1.3.6.1.4.1.89.88.11, rlQosPolicyClassPriorityRefTable — 1.3.6.1.4.1.89.88.39

Cxema: co3gaHue policy-map NnpoBoAMTCA B HECKOJIbKO 3aMpocoB

1. Cospaem class u HasHauyaem emy CBOICTBa

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.2.{index-of-class} s "{name-of-class-map}" \
1.3.6.1.4.1.89.88.9.1.3 {index-of-class} i {matchAll (1)} \
1.3.6.1.4.1.89.88.9.1.7 {index-of-class} i {index-of-acl} \
1.3.6.1.4.1.89.88.9.1.9.{index-of-class} i {Mark vlan disable (1), enable(2)}\
1.3.6.1.4.1.89.88.9.1.13.{index-of-class} i {create and go(4),destroy(6)}

2. Co3paem policy-map v BKAtoyaem ero

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.11.1.2.{index-of-policy-map} s {name-of-policy-map} \
1.3.6.1.4.1.89.88.11.1.3.{index-of-policy-map} i {createAndGo(4), destroy(6)}

3. NpusAasbiBaem class-map K policy-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.39.1.2.1.{index-of-class} i {index-of-class} \
1.3.6.1.4.1.89.88.39.1.3.1.{index-of-class} i {index-of-policy-map}

4. Co3paem orpaHuyeHue ckopoctu ana class-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.10.1.2.{Number-of-class-in-policy} s {Policer-cm-20} \
1.3.6.1.4.1.89.88.10.1.3.{Number-of-class-in-policy} i {single(1), aggregate(2)} \
1.3.6.1.4.1.89.88.10.1.4.{Number-of-class-in-policy} i {rate} \
1.3.6.1.4.1.89.88.10.1.5.{Number-of-class-in-policy} i {burst} \
1.3.6.1.4.1.89.88.10.1.6.{Number-of-class-in-policy} i {none(1), drop(2), remark(3)} \
1.3.6.1.4.1.89.88.10.1.8.{Number-of-class-in-policy} i {createAndGo(4), destroy(6)}

5. MpwuBA3biBaeM orpaHUYeHMe CKOPOCTH K class-map
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.6.{index-of-class} i {Number-of-class-in-policy}

6. 3agaem 3HayeHMe meTKM Tpaduky DSCP n/mnm cos, yKkasbiBaem BbIXOAHYIO odepenb

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.5.1.1.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {setDSCP(3),
setQueue(4), setCos(5)} \

1.3.6.1.4.1.35265.1.23.88.5.1.2.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {Mark value of
DSCP/queue/cos(DEC)}\

1.3.6.1.4.1.35265.1.23.88.5.1.3.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {createAndGo(4),
destroy(6)}
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Mpumep: IP ACL c index-of-acl = 107 npusasbiBaeTca K class-map ¢ umeHem test u BbicTaBNAseTCcA MeTKa
DSCP = 36(DEC), cos = 4 n queue = 8 ana TpaduKa, nognaswero nog, IP ACL. Class test npusasbiBaeTca K
policy-map c umeHem testl

KomaHpga CLI:
gos advanced

ip access-list extended 7-ip
permit ip any any any any
exit

class-map test

match access-group 7-ip
exit

policy-map testl

class test

set dscp 36

set queue 8

set cos 4

police 97000 524288 exceed-action drop
exit
exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.2.20 s "test"™ \

1.3.6.1.4.1.89.88.9.1.3.20 i 1 \
1.3.6.1.4.1.89.88.9.1.7.20 1 107 \
1.3.6.1.4.1.89.88.9.1.9.20 1 1 \
1.3.6.1.4.1.89.88.9.1.13.20 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.11.1.2.1 s "testl" \
1.3.6.1.4.1.89.88.11.1.3.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.39.1.2.1.20 1 20 \
1.3.6.1.4.1.89.88.39.1.3.1.20 1 1

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.10.1.2.1 s "Policer-cm-20" \
1.3.6.1.4.1.89.88.10.1.3.1 i 1 \
1.3.6.1.4.1.89.88.10.1.4.1 u 97000 \
1.3.6.1.4.1.89.88.10.1.5.1 u 524288 \
1.3.6.1.4.1.89.88.10.1.6.1 1 2 \
1.3.6.1.4.1.89.88.10.1.8.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.6.20 1 1

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.3 1 3 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.3 1 36 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.3 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.4 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.4 i 8 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.4 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.5 1 5 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.5 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.5 1 4
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HasHa4yeHue Policy-map Ha nopm

MIB: gosclimib.mib

Ucnonb3yemble Tabauubi: rlQosifPolicyMapPointerin — 1.3.6.1.4.1.89.88.13.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.3.{Ifindex}.2 1 {Index-of-policy-map}

Mpumep: HasHauaem policy-map ¢ nHaekcom 1 Ha nopt GigabitEthernet 1/0/3

KomaHpa CLI:
interface GigabitEthernet 1/0/3
service-policy input testl

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.3.51.2 1 1
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18 KOH®UTYPALIUA 3ALLUTDBI OT DOS-ATAK

BknwouveHue security-suite

MIB: riSecuritySuiteMib

Ucnonbayemble Tabauupi: riSecuritySuiteGlobalEnable — 1.3.6.1.4.1.89.120.1

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.1.0 i {enable-global-rules-only (1),
enable- all-rules-types (2), disable (3)}

Mpumep BKAOUYEHMA KNacca KOMaHA, security-suite ana scex npasun

KomaHpga CLI:

security-suite enable

KomaHpa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.1.0i 2

Hacmpolika pexcuma pabomel security-suite

MIB: riISecuritySuiteMib

Ucnonbayemble Tabanupi: riSecuritySuiteSynProtectionMode — 1.3.6.1.4.1.89.120.10
snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.10.0 i {disabled (1), report (2), block (3)}

Mpumep BKAIOUYEHUA pexkuma paboTbl "report”

KomaHaa CLI:
security-suite syn protection mode report

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.10.0i 2

Bbikaroyume 3aujumy om tcp-nakemos ¢ 00Hos8pemMeHHo ycmaHossaeHHbimuU SYN- u FIN- gnaeamu

MIB: riSecuritySuiteMib

Ucnonbayemble Tabauupi: riSecuritySuiteDenySynFinTcp — 1.3.6.1.4.1.89.120.9
snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.9.0 i {(deny (1), permit (2)}

Mpumep BKAIOYEHUA pexkuma report

KomaHpga CLI:
security-suite deny syn-fin

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
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19 KAYECTBO OBCNYXKUBAHUA — QOS

19.1 Hacmpoiika QoS

OrpaHunyeHune ncxoaaule ckopoctmn Ha Ethernet-noprax

MIB: gosclimib.mib

Ucnonb3ayemble Tabnuupl: rlQosifPolicyEntry — 1.3.6.1.4.1.89.88.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.6.{ifindex nopra}.2 i {disable(l),enable
(1)

1
1
1

w W —

\
.6.1.4.1.89.88.13.1.7.{ifindex mopra}.2 i {traffic-shape} \
.6.1.4.1.89.88.13.1.8.{ifindex nmopra}.2 i1 {Burst size in bytes}

Mpumep: orpaHUUUTL UCXOAALLYIO CKOPOCTb Ha NOpTe A0 3HaueHua 20M6uTt/c

Komanga CLI:
interface GigabitEthernet 1/0/1
traffic-shape 20480 500000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.6.49.2 1 2 \
1.3.6.1.4.1.89.88.13.1.7.49.2 1 20480 \
1.3.6.1.4.1.89.88.13.1.8.49.2 i 500000

OepaHuyeHue sxodguiel ckopocmu Ha Ethernet-nopmax

MIB: RADLAN-STORMCTRL-MIB

Ucnonb3syemble Tabnuupl: rIStormCtrlRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifIndex}.6 u {limit} \
1.3.6.1.4.1.89.77.12.1.5.{ifIndex}.6 u {Burst size in bytes}

Mpumep: orpaHMUUTL BXOAALLYIO CKOPOCTb Ha WHTepdeiice GigabitEthernet 1/0/1 po 3HaueHus
10M6ut/c

KomaHpa CLI:
interface GigabitEthernet 1/0/1
rate-1limit 10240 burst 500000

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.49.6 u 10240 \
1.3.6.1.4.1.89.77.12.1.5.49.6 u 500000

V DOna otknoueHus rate-limit Ha uHTepdeiice HeobxoaMMmo BbINONHUTL (Ha Npumepe
uHTepdeiica GigabitEthernet1/0/1):

snmpset -v2¢ -c¢ private 192.168.1.30 1.3.6.1.4.1.89.77.12.1.2496 u 0
1.3.6.1.4.1.89.77.12.1.5.49.6 u 128000
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Co30aHue npoghunsa qos tail-drop u pacwupeHue deckpunmopos 014 o4yepedeli

MIB: eltQosTailDropMIB.mib

Ucnonb3yemble Tabnunupbl: eltQosTailDropProfileQueueTable — 1.3.6.1.4.1.35265.1.23.12.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4. {Homep npoduna (1-4)}.{HomMep ouepemm(1-8) }
i {size (0-400)}

Mpumep

KomaHpa CLI:
gos tail-drop profile 2
queue 1 limit 400

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.2.1 1 400

«- Y106bl BEpPHYTbCA K HAaCTPOMKamM MO YMOJIYAHUIO A0CTaTOYHO YCTAHOBUTb 3HaYeHue
. paBHbim 12

YcmaHo8Ka pasmepa nakemHo20 pa3oeanaemozo nyaa 041 nopma

MIB: eltQosTailDropMIB.mib

Ucnonbayemble Tabnuupi: eltQosTailDropProfileTable — 1.3.6.1.4.1.35265.1.23.12.1.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2{noMep npodunsa(1-4)} i {size (0-400)}

Mpumep

KomaHpga CLI:
gos tail-drop profile 2
port-limit 400

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2.2 1 400

HasHayeHue co30aHHO20 npogusag Ha UHmepagelic

MIB: eltQosTailDropMIB.mib

Ucnonbayemble Tabanupi: eltQosTailDroplfConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.{IfIndex} i {HOomMep npodmuns (1-4)}
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Mpumep

Komanpaa CLI:

interface GigabitEthernet 1/0/1

gos tail-drop profile 2

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.49 1 2

[Mpocmomp omobpaxceHus 2a106aabHbIX AUMUMO8, 0ecKkpunmopos, bygepos

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonb3ayemble Tabnunupli: eltQosTailDropConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.3

snmpwalk -v2c -c <community> <ip address> \
1.3.6.1.4.1.35265.1.23.12.1.1.3

Mpumep

KomaHpa CLI:
show gos tail-drop

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.3

Mpocmomp mabauybl 8618000 _MeEKyWUX aA70UUPOBAHHbIX _Pecypcos  qos

(numumoes,

deckpunmopos, bygepos)

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonb3syemble Tabnuupl: eltQosTailDropStatusTable — 1.3.6.1.4.1.35265.1.23.12.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.2.1

Mpumep

KomaHpaa CLI:
show gos tail-drop

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.2.1

[Nepemapkuposka DSCP e COS

MIB: eltQosclimib.mib

Ucnonb3ayembie Tabnunupi: eltQosCos — 1.3.6.1.4.1.35265.1.23.88.6.1.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.6.1.2.{meTka DSCP} i {merka COS}
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MNpumep HacTpoikK nepemapkuposku DSCP 30 B meTKy 5 COS

KomaHpga CLI:
gos map dscp-cos 30 to 5

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.6.1.2.30 1 5

lpocmomp Tail Drop cuem4yuKos no o4epeoam

MIB: RADLAN-COPY-MIB
Ucnonbayemble Tabamupl: eltMesCountersMIB — 1.3.6.1.4.1.35265.1.23.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.{ifIndex}.{1-8}.0

Mpumep NpPocMoOTPa CYETUMKOB A8 NepPBOi ouepean

KomaHpga CLI:
show interface GigabitEthernetl/0/6

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.54.1.0

19.2 Cmamucmuka QoS

lpocmomp Tail drop cdemyuKka gos cmamucmuKu

MIB: gosclimib.mib

Ucnonbayemble Tabaunubi: rlQosOutQueueStatisticsCounterTailDropValue — 1.3.6.1.4.1.89.88.35.4.1.10.1
ana 1l cyetunka n 1.3.6.1.4.1.89.88.35.4.1.10.2 gna 2 cyeT4MnKa

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.35.4.1.10.{sHomep tail drop cuetTuwmxa}

Mpumep: HacTpoeHa QOS cTaTUCTMKa Ha 8 ouepeab nHTepdeiica GigabitEthernet 1/0/1 n Ha 5 ouepeab
uHtepdeiica GigabitEthernet 1/0/2

KomaHpga CLI:
gqos statistics queues 1 8 all GigabitEthernet 1/0/1
gqos statistics queues 2 5 all GigabitEthernet 1/0/2

Konnyectso tail drop nakeTtos B 8 ouepeamn uHtepdeliica GigabitEthernet 1/0/1:
show gos statistics

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.10.1

Konnyectso tail drop nakeTtos B 5 ouepeam uHtepdeiica GigabitEthernet 1/0/2:

KomaHpa CLI:
show gos statistics
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KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.10.2

[Mpocmomp Total packets cuemyuka QoS cmamucmuku

MIB: gosclimib.mib

Ucnonb3ayembie Tabnnupl: rlQosOutQueueStatisticsCounterAllValue —
1.3.6.1.4.1.89.88.35.4.1.11.1 gnAa 1 cyetumka n 1.3.6.1.4.1.89.88.35.4.1.11.2 gnAa 2 cyeTymKa

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.35.4.1.11.{nomep total packets cuerumka}

Mpumep: HactpoeHa QoS ctaTUCTUKA Ha 8 ouepeab uHTepdeiica GigabitEthernet 1/0/1 n Ha 5 ouepegb
uHTepdeiica GigabitEthernet 1/0/2

Komanga CLI:
qos statistics queues 1 8 all GigabitEthernet 1/0/1
gos statistics queues 2 5 all GigabitEthernet 1/0/2

KonnuecTso nepefaHHbIX NakeTos B 8 ouyepean nHtepdeica GigabitEthernet 1/0/1:
show gos statistics

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.11.1

KonnuecTBo nepeaaHHbIX NakeTtos B 5 ouepean nHtepdeica GigabitEthernet 1/0/2 :

Komanpga CLI:

show qgos statistics

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.11.2
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20 MAPWIPYTU3ALIUA

20.1 Cmamu4eckaa mapwpymu3ayus

[pocmomp mabauysl mapwpymusayuu

MIB: IP-FORWARD-MIB

Ucnonbayemble Tabamupl: ipCidrRouteTable — 1.3.6.1.2.1.4.24.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.24.4

Mpumep

KomaHpga CLI:

show ip route

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.24.4

[Ipocmomp cmamu4yecKux Mmapuwpymos

MIB: rlip.mib

Ucnonbsyemble Tabauupi: rlipStaticRouteTable — 1.3.6.1.4.1.89.26.17.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.17.1

Mpumep

KomaHga CLI:

show running-config routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.17.1

20.2 lJuHamuyecKaa mapwpymusayus

lpocmomp cocedcmaa OSPF

MIB: rlip.mib
Ucnonbayemble Tabauupi: rlOspfNbrTable — 1.3.6.1.4.1.89.210.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.210.11
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Mpumep

KomaHpaa CLI:
show ip ospf neighbor

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.210.11
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NPUNOMXEHMUE A. METOAUKA PACYETA BUTOBOI MACKU

BuTtoBble Macku cocToAT 3 128 6alT (LecTHaguaTepUYHbIX pa3psagos Bcero 256).
Kaxabiin pa3pag obosHavaeT YeTbipe VLAN/nopta. Mo Homepy VLAN/nopTa onpeaensetca Hy>KHoe nosne.

lpumep 1
3anucatb 6MTOBYIO MacKy Ansa UHTepdelicos GigabitEthernet 1/0/20-21:

— ana 1G nutepodeicos ifindex HaumHaeTcs c 49;
— ananopra gil/0/20 ifindex paseH 68, gnsa gi1l/0/21 - 69.

OnpegeneHne Homepa paspaaa:

68/4=17 69/4=17,25 (Kaxabln pa3psag oTsevaeT 3a 4 iflndex. Mpu genenuun ifindex Ha 4 ana
onpeaeneHuns Ne paspaga A5 3anmcu, Nosy4yeHHoe 3HauyeHme oKpyraseTca B 60/1bLUYIO CTOPOHY).

Ecnn Ham Hy»kHbl nopTbl gi0/20-21 (ifindex 68,69), TO OHU AOMKHbI BbITb 3anuncaHbl B 17 1 18 none.

B aBOMYHOM nocneaoBaTensHocTu 17 none byaet 3anncaHo cneaytolmm obpasom 0001 (MocneaHsn
1 - 68 nHgekc). MNepesogum B HEX, nonyyaem 1.

B ABOMYHOI NnocneposBaTenbHOCTU 18 nosie byaeT 3anmcaHo caeaytolmm obpasom 1000 (Mepsas 1 -
69 nHaekc). Nepesoamm B HEX, nonyyaem 8.

UToro B butoBoit macke byaet 16 Hynen, 1, 8: 000000000000000018.

lpumep 2
3anucatb 6uTOBYIO Macky ana vian 622, 3100.

—  622/4=155,5 (Kaxabin 0 otBeyaeT 3a 4 vlan. Mpu genenun vlan Ha 4 ans onpeaenerHna No
nons gns 3anvMcu oKpyrieHue Bcerga UAeT BBEPX).
Ecnm Ham HyxKeH vlan 622, To oH gosxKeH 6bITb 3anumcaH B 156 none.
B aBonyHoM nocnegosatenbHOCTU 156 none byaet 3anncaHo cieayowmm obpasom: 0100
(sTopas 1 - 622 vlan). Mepeogum B HEX, nonyyaem 4.
UToro B 6utoBoi macke byaet 155 Hynen n 4:
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000004

— 3100/4=775
TpebyeTca NpMHATbL BO BHUMAHME, YTO A8 yKaszaHMA Homepa VLAN bepyTca Tabamupl
rldotlgPortVlanStaticEgressList1to1024
rldot1lqPortVlanStaticEgressList1025t02048
rldotlgPortVlanStaticEgressList2049t03072
rldot1qPortVlanStaticEgressList3073to4094
Tak Kak Haw vlan nonagaet B 4 Tabanuy, 7o 775-256*3=7.
Vlan 3100 6yzet 3anucaH B 7 none AaHHoOM Tabaumubl.
B ABOMYHOM nocnegoBaTenbHOCTM 7 none 6yaeT 3anucaHo cieayrowmm obpasom: 0001
(MocneaHan 1 - 3100 vlan). Nepesoanm B HEX, nonydyaem 1.
UToro B 6uToBOM Macke 6yaet 6 Hynei 1 1: 0000001.
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NMPUNOXKEHUE b: NPUMEP CO3AAHUA TUMOBOTIO IP ACL

B 4aHHOM NpPUIOXKEHMM PAacCMOTPEH Npumep HanonHeHus IP ACL c index-of-acl = 107 npaBunamu Buaa:

ip access-1list extended 7-ip

deny udp any bootps any bootpc ace-priority 20

permit igmp any any ace-priority 40

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60

permit ip any any 37.193.119.7 0.0.0.0 any ace-priority 80

permit ip any any 10.130.8.3 0.0.0.0 any ace-priority 100

permit ip any any 192.168.0.0 0.0.0.15 any ace-priority 120

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any
ace-priority 140

permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any ace-priority 160
exit

Co30aHue npasuna deny udp any bootps any bootpc

MIB: gosclimib.mib

Ucnonbsyemble Tabauubl:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: co3fiaHue npasuna NpoBoAUTCA B ABa 3anpoca.

1. 3apatoTcA napameTpbl NpaBuaa

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nosisgs 1} i {protocol(l)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nona 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{38auenue nona 1} 1 {3HaueHue B Tabiulle nopTa Ijsd
nporokojyia = 0. KoHcTaHTa mJjig ®TOTro IpaBmiaal \

1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nonsa 2} 1 {udp-port-src(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nong 2} i {Number of source port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nojyg 2} x {source ip (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noyg 3} 1 { udp-port-dst(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue noyga 3} 1 {Number of dst port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nonsa 3} x {dst ip (HEX) }

2. MpwuBAsKa npasuna no nHaekcy (index-of-rule) k ACL no nnaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \

1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {udp(3)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHume nosa 1} \
1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3HaueHume nossa 3} \
1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} 1 {3HaueHue nojuga 2}

MNpumep pgobasnenuna npasmuna deny udp any bootps any bootpc B IP ACL 7-ip (T.K. npegnonaraerca, uto
npasuno nepsoe no cuety, To index-of-rule=20)

Komanpga CLI:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 1 \
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1.3.6.1.4.1.89.88.5.1.4.1 x "Ox11 FF" \
1.3.6.1.4.1.89.88.5.1.3.1 1 0 \
1.3.6.1.4.1.89.88.5.1.2.2 1 6 \
1.3.6.1.4.1.89.88.5.1.3.2 1 67 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00" \
1.3.6.1.4.1.89.88.5.1.2.3 1 7 \
1.3.6.1.4.1.89.88.5.1.3.3 1 68 \
1.3.6.1.4.1.89.88.5.1.4.3 x "0x00 00"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.20 i 2 \
1.3.6.1.4.1.89.88.31.1.4.107.20 1 3 \
1.3.6.1.4.1.89.88.31.1.5.107.20 1 1 \
1.3.6.1.4.1.89.88.31.1.7.107.20 1 2 \
1.3.6.1.4.1.89.88.31.1.9.107.20 1 3
Co3z0aHue npasusaa permit igmp any any

MIB: gosclimib.mib

Ucnonblyemble  Tabauupl:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —

1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuia NpoBoAMUTCA B ABa 3anpoca.

1. 3apgatotca napameTpbl Npasuaa

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nojysa 4} i {protocol(l)} \
1.3.6.1.4.1.89.88.5.1.4.{3uauenue nosusa 4} x {protocol index (HEX)}

2. MpwuBsA3sKa npasuna no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.
snmpset -v2c -c <community> <IP address> \

.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {igmp (8)} \
.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHue nomng 4}

N
w w w

MNpumep pobaBneHusa npasmuna permit igmp any any B IP ACL 7-ip (T.K. npeanonaraercs, 4To NpPaBuIO
BTOpOeE no cuety, To index-of-rule=40)

KomaHga CLI:

ip access-list extended 7-ip

permit igmp any any ace-priority 40
exit

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.4 1 1 \
1.3.6.1.4.1.89.88.5.1.4.4 x "0x02 FE"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.40 1 1 \
1.3.6.1.4.1.89.88.31.1.4.107.40 i 8 \
1.3.6.1.4.1.89.88.31.1.5.107.40 1 4

MoHumopuHe u ynpaseneHue Ethernet-kommymamopamu MES no SNMP 113




HELTEX

Co3daHue npasuna deny ip any any any 224.0.0.0 15.255.255.255

MIB: gosclimib.mib

Ucnonbsyemble Tabauubl:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasunaa NpPpoBOAUTCA B ABa 3anpoca.

1. 3apatotca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nossa 5} i {ip-dest(3)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nons 5} x {dst ip +wildcard mask (HEX)}

2. [Mpwusnaska npasuaa no nHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \

.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny (2)} \
.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue noxsa 5}

)
w W W
oy oy o D
T O
e

1
1.
1

MNpumep pobasneHusa npasuna deny ip any any any 224.0.0.0 15.255.255.255 B IP ACL 7-ip (T.K.
npeAanonaraeTcs, YTo NPaBUIO TpeTbe Nno cuyety, To index-of-rule=60)

KomaHpa CLI:

ip access-list extended 7-ip

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.5 1 3 \
1.3.6.1.4.1.89.88.5.1.4.5 x "OxEO 00 00 00 OF FF FF FE"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.60 1 2 \
1.3.6.1.4.1.89.88.31.1.4.107.60 1 1 \
1.3.6.1.4.1.89.88.31.1.5.107.60 1 5

Co30aHue npasuna permit ip any any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonblyemble  Tabauubi:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable
1.3.6.1.4.1.89.88.31

Cxema:coaaaHmenpasmnanpOBoAMTaaagsasanpoca

1. 3apgatoTca napameTpbl NpaBMAna

snmpset 2c —-c <community> <IP address> \

1.89.88.5.1.2.{3Hauenmre noja 6} 1 {ip-source(2)} \

n
1
1 1.89.88.5.1.4. {3Hauenue nomna 6} x {source ip +wildcard mask (HEX)}

w W'

et -v
.3.6.1.4.
.3.6.1.4.

2. [MpwuBsa3ska npaBuaa no nuaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
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1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \

1.3.6.1.4
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHme nosg 6}

MNpumep pobaBneHusa npaBuna permit ip any any 37.193.119.7 0.0.0.0 any B IP ACL 7-ip (T.K.
npeanonaraercs, YTo NPaBUJ/IO YeTBepToe No cyeTy, To index-of-rule=80)

KomaHpa CLI:

ip access-list extended 7-ip

permit ip any any 37.193.119.7 0.0.0.0 any ace-priority 80
exit

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.6 1 2 \
1.3.6.1.4.1.89.88.5.1.4.6 x "Ox25 C1 77 07 00 00 00 OQ"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1. 4 1.89.88.31.1.3.107.80 i 1 \
1.3.6.1.4.1.89.88.31.1.4.107.80 1 1 \
1.3.6.1.4.1.89.88.31.1.6.107.80 i 6

Co30aHue npasunaa permit ip any any 10.130.8.3 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbsyemble  Tabauubi:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: cosziaHue npasuna NpoBoAUTCA B ABa 3anpoca.

1. 3apatotca napameTpbl npasuaa
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenre nong 7} 1 {ip-source(2)} \
1 6.1.

4.1.89.88.5.1.4.{3Hauenue nonsa 7} x {source ip +wildcard mask (HEX) }

wwo

2. [Mpwusnaska npasuna no uHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit
snmpset -v2c -c <community> <IP address> \

.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHume nong 7}

e
w w(p

Npumep po6asneHua npasuna permit ip any any 10.130.8.3 0.0.0.0 any B IP ACL 7-ip (T.K.
npepnonaraerTca, YTo NpaBuao NAToe no cuety, To index-of-rule=100)

KomaHpga CLI:

ip access-list extended 7-ip

permit ip any any 10.130.8.3 0.0.0.0 any ace-priority 100
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.7 1 2 \
1.3.6.1.4.1.89.88.5.1.4.7 x "0OxOA 82 08 03 00 00 00 oQ"

-v2c -c private 192.168.1.30 \
.1.89.88.31.1.3.107.100 1 1
.1.89.88.31.1.4.107.100 1 1 \
.1.89.88.31.1.6.107.100 1 7

»b»b-»b
—~
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Co30aHue npasusaa permit ip any any 192.168.0.0 0.0.0.15 any

MIB: gosclimib.mib

Ucnonbsyemble Tabauubl:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasunaa NpPpoBOAUTCA B ABa 3anpoca.

1. 3apgatotca napameTpsbl Npasuna.

snmpset 2c -c <community> <IP address> \

1.89.88.5.1.2.{3nauenme noysa 8} 1 {ip-source(2)} \

n
1
1 1.89.88.5.1.4. {3Hauenre nomna 8} x {source ip +wildcard mask (HEX) }

w W'

et -v
.3.6.1.4.
.3.6.1.4.

2. [Mpwusnaska npasuaa no nHaekcy (index-of-rule) Kk ACL no nHaekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \

.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nousa 8}

)
w W wDo
oy oy o D
T O
e

1
1.
1

MNpumep pobaBneHusa npasuna permit ip any any 192.168.0.0 0.0.0.15 any B IP ACL 7-ip (T.K.
npeAanonaraerca, YTo NPaBUJ/IO WecToe No cyety, To index-of-rule=120)

KomaHpa CLI:

ip access-list extended 7-ip

permit ip any any 192.168.0.0 0.0.0.15 any ace-priority 120
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.8 1 2 \
1.3.6.1.4.1.89.88.5.1.4.8 x "OxCO A8 00 00 00 00 00 OF™

nmpset -v2c -c private 192.168.1.30 \
1.4.1.89.88.31.1.3.107.120 i 1 \
4.1.89.88.31.1.4.107.120 i 1 \

S
1.3.6.
1.3.6.1.
1.3.6.1.4.1.89.88.31.1.6.107.120 1 8

Co30aHue npasuaa permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonblyemble Tabauubi:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NPoBOAUTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl Npasuaa

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nona 9} 1 {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nosusa 9} x {source ip +wildcard mask (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3uauenne nonsa 10} i {mac-src(10)} \
1.3.6.1.4.1.89.88.5.1.4.{38auenue nong 10} x {source mac +wildcard mask (HEX) }
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2. lMpwusAaska npasuna no uHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nomssa 9} \
1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3Hauenme nong 10}

Npumep aobasneHua npasuna permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0
any B IP ACL 7-ip (T.K. npeanonaraeTcs, 4To NPaBUJIO ceabmoe no cyety, To index-of-rule=140)

KomaHpga CLI:

ip access-list extended 7-ip

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any ace-
priority 140

exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.9 1 2 \

1.3.6.1.4.1.89.88.5.1.4.9 x "0Ox25 Cc1 77 07 00 00 00 00" \
1.3.6.1.4.1.89.88.5.1.2.10 i 10 \
1.3.6.1.4.1.89.88.5.1.4.10 x "0x001916151416000000000000"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.140 1 1 \
1.3.6.1.4.1.89.88.31.1.4.107.140 i 1 \
1.3.6.1.4.1.89.88.31.1.5.107.140 1 9 \
1.3.6.1.4.1.89.88.31.1.6.107.140 1 10

Co30aHue npasusaad permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any

MIB: gosclimib.mib

Ucnonbdyemble  Tabauubi:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasunia NpoBoAUTCA B ABa 3anpoca.

1. 3apatotca napameTpbl Npasuna.

snmpset -v2c -c¢ <community> <IP address> \
. {sHauenme nosna 11} i {mac-dest (11)} \
1.3.6.1.4.1.89.88.5.1.4.{30auenue noxdg 11} x {dst mac +wildcard mask (HEX)}

2. MpwueAaska npasBuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.
2c -c <community> <IP address> \
.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3Hauenme noyug 11}

e el =]
wwwd
PN
e

PN
B e
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MNpumep aobasneHunsa npasuna permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any B IP ACL 7-ip (T.K.
npeAnonaraeTca, YTo NPaBuUI0 BocbMoe no cyeTy, To index-of-rule=160)

KomaHaa CLI:

ip access-list extended 7-ip

permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any ace-priority 160
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.11 i 11 \
1.3.6.1.4.1.89.88.5.1.4.11 x "0x01000c000000000000££££££"

nmpset -v2c -c private 192.168.1.30 \
4.1.89.88.31.1.3.107.160 1 1 \
.1.89.88.31.1.4.107.160 1 1 \

S
1.3.6.1.
1.3.6.1.4
1.3.6.1.4.1.89.88.31.1.5.107.160 1 11
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NMPUNOXEHWUE B: NPUMEP CO3AAHUA, HANONHEHUA N YOANEHUA OFFSET-LIST C
NPUBA3KOM K MAC ACL

B AaHHOM NpUNOXKEHUM PacCMOTPEH NpUMep co3gaHus u HanonHeHua MAC ACL c index-of-acl = 207
npasunamu Bnga:

mac access-list extended 7-mac

offset-1list PADO 12 12 00 88 12 13 00 63 12 15 00 07
deny any any offset-list PADO ace-priority 20

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonbayemble Tabanybl: rlQosAclTable — 1.3.6.1.4.1.89.88.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
1.3.6.1.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip (2)} \
1.3.6.1.4.1.89.88.7.1.4.{index-of-acl} i1 {createAndGo(4), destroy(6)}

Mpumep co3panHna MAC ACL c nupgekcom 207

KomaHpa CLI:

mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.207 i 1 \
1.3.6.1.4.1.89.88.7.1.4.207 1 4

Co30aHue offset-list

MIB: gosclimib.mib

Ucnonbsyemble  Tabauupbl: rlQosOffsetTable  — 1.3.6.1.4.1.89.88.4, eltMesQosCliMib  —
1.3.6.1.4.1.35265.1.23.88

Mpumep cosganus offset-list PADO 12 12 00 88 12 13 00 63 12 15 00 07:
CosaaHue npaeuia NpoM3BOAMTCA B ABa 3anpoca.

1. 3agatoTcA napameTpbl Npasuaa

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nonsa 1 B offset-list} 1 {layer2-start(2) -
yKasaHue 3aroJIoBKa IakeTa WM OTIAEJIbHHX I[IapaMeTpOoB 3aroJjioBka} \
1.3.6.1.4.1.89.88.4.1.3.{3HaueHue noja 1 B offset-list} i {IIOPsAOKOBEIM HOMED
BariTa B 3arojioBke} \

1.3.6.1.4.1.89.88.4.1.4.{3nauenue nojusa 1 B offset-1list} i {WildcardMask B Oanre
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenmue nojsa 1 B offset-1list} i {3HaueHme OamTa C
yueToM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{30Hauenue nojna 1 B offset-1list} i {createAndGo(4),
destroy (6) }
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1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nojsa 2 B offset-list} 1 {layer2-start(2) -
yKasaHue 3arojioBKa IakeTa WMJIM OTHOEJILHHEIX I[IapaMeTpOB 3aToJIoBKa} \
1.3.6.1.4.1.89.88.4.1.3.{38aueHue nona 2 B offset-list} 1 ({I[IOpAOKOBEIL HOMED
farra B 3arojioBxke} \

1.3.6.1.4.1.89.88.4.1.4.{3HauenHue nondg 2 B offset-list} 1 {WildcardMask B 6amnre
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenue noynsa 2 B offset-list} i {3HaueHume OamrTa C
yueroM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{3Hauenve nojga 2 B offset-1list} i {createAndGo(4),
destroy (6) }

1.3.6.1.4.1.89.88.4.1.2.{38auenue nona 3 B offset-list} i {layer2-start(2) -
yKasaHue 3arojioBKa lakeTa WMJIM OTHOEJIbHHIX [IapaMeTpOB 3aToJIoBKa} \
1.3.6.1.4.1.89.88.4.1.3.{3Hauenue nons 3 B offset-1list} 1 {[lopgamxKoBEIM HOMEP
farra B 3arojioBke} \

1.3.6.1.4.1.89.88.4.1.4.{3Hauenue noja 3 B offset-list} i {WildcardMask B Oamre
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenve noynsa 3 B offset-list} i {3HaueHume OamrTa C
yueToM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{3Hauenre noja 3 B offset-1list} i {createAndGo(4),
destroy (6) }

2. Mpusnaska offset-list no Ha3BaHuIo K MHAeKcy ACL (index-of-acl).

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.1.1.1.{index-of-acl}. {KomnuuecTBo OYKB B Ha3BAHUU
offset-list}.{Haspauume offset-1list in DEC, kaxmasa OykBa Has3BaHMA OTIEJII€TCSI OT
crnenyome Toukoi} 1 {index-of-acl}
1.3.6.1.4.1.35265.1.23.88.1.1.3.{index-of-acl}. {KomnuecTtBo OYKB B HA3BAHUU
offset-1list}.{HasBauume offset-list in DEC, xaxmas OyKBa Ha3BaHUSA OTIEJIS€TCS OT
crenymoien Toukon} 1 {3HaueHme nosa 1 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.4.{index-of-acl}. {KomnuecTtBo OYKB B HA3BAHUU
offset-list}.{Haspauume offset-1list in DEC, kaxmasa OykBa Has3BaHMA OTIEJISI€TCS OT
crenypolell TOoukoM} 1 {3HaueHme nosa 2 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.5.{index-of-acl}. {KomnuuecTBo OYKB B HaA3BAHUU
offset-1list}.{HasBauume offset-list in DEC, xaxmas OyKBa HAa3BaHUSA OTIEJIS€TCS OT
crenywomer Toukoin} 1 {3Hauenme noyiga 3 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.8.{index-of-acl}. {KomnuecTBo OYKB B HA3BAHUU
offset-1list}.{HasBauume offset-list in DEC, xaxmas OyKBa HAa3BaHUSA OTIEJIS€TCS OT
crenywmer Toukon} i {createAndGo (4), destroy(6)}

Mpumep aobasneHunsa npasuna deny udp any bootps any bootpc 8 MAC ACL 7-mac (T.K. npegnonaraercs,
4yTO NpaBuao NepBoe no cuyety, To index-of-rule=20)

Komanpga CLI:

mac access-list extended 7-mac
offset-1list PADO 12 12 00 88 12 13 00 63 12 15 00 07
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.4.1.2.1 i 2 \
1.3.6.1.4.1.89.88.4.1.3.1 1 12 \
1.3.6.1.4.1.89.88.4.1.4.1 1 0 \
1.3.6.1.4.1.89.88.4.1.5.1 1 136 \
1.3.6.1.4.1.89.88.4.1.7.1 i 4 \
1.3.6.1.4.1.89.88.4.1.2.2 i 2 \
1.3.6.1.4.1.89.88.4.1.3.2 1 13 \
1.3.6.1.4.1.89.88.4.1.4.2 1 0 \
1.3.6.1.4.1.89.88.4.1.5.2 1 99 \
1.3.6.1.4.1.89.88.4.1.7.2 1 4 \
1.3.6.1.4.1.89.88.4.1.2.3 1 2 \
1.3.6.1.4.1.89.88.4.1.3.3 1 15 \
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1.3.6.1.4.1.89.88.4.1.4.3 1 0 \
1.3.6.1.4.1.89.88.4.1.5.3 1 7 \
1.3.6.1.4.1.89.88.4.1.7.3 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.1.1.1.207.4.80.65.68.79 1 207 \
1.3.6.1.4.1.35265.1.23.88.1.1.3.207.4.80.65.68.79 1 1 \
1.3.6.1.4.1.35265.1.23.88.1.1.4.207.4.80.65.68.79 1 2 \
1.3.6.1.4.1.35265.1.23.88.1.1.5.207.4.80.65.68.79 1 3 \
1.3.6.1.4.1.35265.1.23.88.1.1.8.207.4.80.65.68.79 i 4

/ HaseaHue offset-list nepesoautca us ASCIl 8 HEX c nomoubto TabuLbl, KOTOPYIO MOXHO
« HaiTh no ccoinke https://ru.wikipedia.org/wiki/ASCII
Co3zdaHue npasuna deny any any offset-list PADQO
MIB: gosclimib.mib
Ucnonblyemble  Tabauupl:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —

1.3.6.1.4.1.89.88.31
CospaHue npasuna NposBoAMTCA B ABa 3anpoca:

1. 3apatotca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.88.5.1.2.{3HaueHue nong 1
1.89.88.5.1.2.{3HaueHue nondga 2
1.89.88.5.1.2.{3HaueHue nondg 2
1.89.88.5.1.3.{3Hauenmue nojsa 1
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ACL}
ACL}
ACL}

{general (15)}
{general (15)}
{general (15) }
{3Hauenmue nona 1 B offset-
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.89.88.5.1.5.{38auenue nona 2 B ACL} i {createAndGo(4), destroy(6)}

.3.6.1.4.1.89.88.5.1.5.{3Hauenue nosa 3 B ACL} i {createAndGo(4), destroy(6)
[IpuBsa3Ka HpaBuia no mHIekcy (index-of-rule) x ACL no mHmexcy (index-of-acl
kak deny

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} {deny (2)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {mac(5)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} {3HaueHue mosyig 1 B
ACL} \

1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} i {3HaueHue noss 2 B
ACL} \

1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3HaueHme nond 3 B
ACL}

NP~ P HRPRFER PP
. . P N . e

}
)

-

-

Npumep paobasneHua npasuna deny any any offset-list PADO B8 MAC ACL 7-mac (T.K. npegnonaraercs,
YTO NpaBuKao NepBoe No cyety, To index-of-rule=20)

KomaHpga CLI:

mac access-list extended 7-mac

deny any any offset-list PADO ace-priority 20
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
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1.3.6.1.4.1.89.88.5.1.2.1 1 15 \
1.3.6.1.4.1.89.88.5.1.2.2 1 15 \
1.3.6.1.4.1.89.88.5.1.2.3 1 15 \
1.3.6.1.4.1.89.88.5.1.3.1 1 1 \
1.3.6.1.4.1.89.88.5.1.3.2 1 2 \
1.3.6.1.4.1.89.88.5.1.3.3 1 3 \
1.3.6.1.4.1.89.88.5.1.5.1 1 4 \
1.3.6.1.4.1.89.88.5.1.5.2 1 4 \
1.3.6.1.4.1.89.88.5.1.5.3 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.207.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.207.20 1 5 \
1.3.6.1.4.1.89.88.31.1.5.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.6.207.20 1 2 \
1.3.6.1.4.1.89.88.31.1.7.207.20 1 3

Co3daHue npasusna 8 MAC ACL Ha ocHose EtherType

MIB: gosclimib.mib

Ucnonbsyemble Tabnuubl:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: co3faHve npasuia NPoBOAUTCA B [1Ba 3anpoca.

1. 3apatoTca napameTpbl NpaBuaa

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenure nong 1} 1 {mac-src(10), mac-dest(11l),

vlian(12)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nona 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{38auenue nona 1} 1 {3HaueHue B Tabiulle nopra Ijsd
nporokojyia = 0. KoHcTaHTa mJjig ®TOTO npaBmiaal \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nojyg 2} 1 {ether-type(17)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenune noya 2} 1 {ether-type (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenre nojsa 2} x {Hyneroe mojie - KOHCTAaHTa}

2. NpuBA3Ka npasuna no nHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) kak permit.

snmpset -v2c -c¢ <community> <IP address> \
.1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)
.1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {mac(5)} \
.1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3Hauvenme nosa 1} \
.1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} 1 {3Hauenue nonug 2}

Mpumep paobasneHus npasuna permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 8 MAC ACL 7-
mac (T.K. npeanosaraeTca, YTo NPaBMO Nepeoe no cuyety, To index-of-rule=20)

Komanpga CLI:
mac access-list extended 7-mac

permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 ace-priority 20
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.5.1.2.1 1 10 \

1.3.6.1.4.1.89.88.5.1.4.1 x "0x001fc68bc68a000000000000™ \
1.3.6.1.4.1.89.88.5.1.3.1 1 0 1.3.6.1.4.1.89.88.5.1.2.2 i 17 \
1.3.6.1.4.1.89.88.5.1.3.2 1 2054 \
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1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 oO"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.4.207.20 1 5 \
1.3.6.1.4.1.89.88.31.1.5.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.9.207.20 1 2
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TEXHUYECKAA NOALOEPXKKA

Ona  nonyyeHWs  TEXHUYECKOM  KOHCyNbTauMM NO  BOMpOCam  3KchayaTauum  obopyaoBaHus
000 «MpeanpuaTtne «3/ITEKC» Bbl MoxKeTe 06paTUTbCA B CEPBUCHDIM LLEHTP KOMMNAHWUK:

dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha oduuymanbHOM caiiTe KOMNaHUM Bbl MOXKETE HalWTU TEXHUYECKYH AOKYMEHTAUMIO M MPOrpammHoe
obecneyeHne gna npoaykumm OO0 «Mpeanpuatve «3I/ITEKC», obpatutbca K 6as3e 3HaHWM, OCTaBUTb
WMHTEPAKTUBHYIO 3aABKY UM MPOKOHCYNbTUPOBATLCA Y UHXKeHepoB CEepBUCHOTO LLEHTPa Ha TeEXHUYecKom dopyme:

OduumanbHbIn catT KomnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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